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White Paper: Cybersecurity Requirements at a Glance
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The information provided in this whitepaper is intended for general guidance only and has been compiled
to the best of our knowledge. While reasonable efforts have been made to ensure its accuracy, errors,
omissions, or changes may occur. Readers should refer to the latest product documentation and
specifications for authoritative information.

Translation Disclaimer

This document has been electronically translated from the original German version. Although care has
been taken to ensure accuracy, discrepancies or ambiguities may occur. In case of doubt, the original
German version should be considered the authoritative reference.
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KENDRION

2. Introduction

The highest quality requirements apply to Kendrion's products and services. Cybersecurity is therefore
also taken into account and tested during development. To ensure that this is provided throughout the
entire life cycle of products and services, reports of possible vulnerabilities are welcomed, taken very
seriously and handled responsibly.

In this white paper, Kendrion's requirements and the measures derived from them are briefly presented
and explained in an overview. They correspond to the current status and are updated as necessary.

3. Cyber Resilience Act (CRA) and IEC 62443

In order to strategically strengthen and structurally anchor cybersecurity in Europe, the EU Commission
proposed the Cyber Resilience Act (CRA), a regulation to improve cybersecurity and cyber resilience in
the European Union. It includes security standards for software and hardware products with digital
elements. The Europe-wide entry into force has taken place. This also marks the beginning of the
implementation periods of up to three years, which can become a major challenge for many companies.

The specific technical and procedural requirements for the cybersecurity of products with digital
elements are listed centrally in Annex | of the CRA. The requirements are formulated ina technology-
neutral manner and are intended to ensure that cybersecurity is taken into account throughout the supply
chain of products with digital elements. If certain requirements from Annex | are not applicable to a
product, the manufacturer must justify and document this (Art. 13 para. 4 CRA). The 'Essential
Requirements' are divided into cybersecurity requirements relating to the characteristics of products with
digital elements (Annex |, Part I, CRA) and requirements relating to the management of vulnerabilities
(Annex I, Part Il CRA).

The international series of standards IEC 62443, "IT Security for Industrial Automation Systems", which
already covers a large part of the CRA requirements, is highly relevant for the fulfiiment of the CRA. The
relevant systems in which communication takes place are also referred to as IACS - Industrial
Automated Control Systems and ICS - Industrial Control Systems in the standard. The series of
standards is divided into different areas and describes both technical and procedural aspects of
industrial cybersecurity. It divides the industry into different roles: the operator, the integrators (service
providers for integration and maintenance) and the manufacturers. The different roles each take a risk-
based approach to preventing and managing security risks in their activities — from development to
operation to maintenance through updates.

4. CRA and CE mark

The CRA stipulates that in the future all networked products must bear the CE mark. The CE mark
conveys to the outside world that the networked product provides sufficient protection against cyber
threats. This allows consumers to see at a glance that the product has also been tested from a
cybersecurity perspective.

The Cyber Resilience Act has a transition period of three years. By then at the latest, products sold on
the market must meet the new cybersecurity requirements and document this with a CE mark.
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5. CRA Implementation

The Cyber Resilience Act is the first European regulation to set a minimum level of cybersecurity for all
connected products available on the EU market — something that has not existed before. The aim is to
increase cybersecurity within the European Union. The new rules apply in all EU member states and will
be implemented gradually.

‘ 11. Dezember 2027

. Alle CRA-
11. September 2026 Anforderungen sind
denfl i bei neuen Produkten
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*KBS = Conformity Assessment Bodies
Source: BSI

The implementation of the CRA will take place in several stages from the end of 2024 to 2027 according
to the following timetable:

e 11 June 2026:
Conformity Assessment Bodies (CABs) are empowered to assess the conformity of products with
the requirements of the CRA.

e September 11, 2026:
Manufacturers of connected products are subject to the obligation to report vulnerabilities and
incidents.

e December 11, 2027:
All CRA requirements apply, including compliance with basic cybersecurity requirements before a
product is placed on the market, vulnerability management throughout the product's lifecycle, and
transparency with users.

6. CRA Compliance

A declaration of conformity is required to prove that the product meets all the requirements of the CRA.
The conformity assessment procedure that comes into question depends on the product category. For
most products, this is a self-assessment by the manufacturer, for a few it is an assessment by a notified
body.

How CRA compliance must be demonstrated depends on the risk class of the product. For example, for
digital products that are not classified as critical or highly critical, the self-declaration by the manufacturer
in accordance with Module A (a simplified conformity assessment procedure for products with digital
elements based on the manufacturer's own responsibility for compliance with CRA requirements)
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including the Technical Documentation as proof of compliance with the essential requirements is
sufficient. However, manufacturers and distributors must have critical products assessed by a Notified
Body, based on harmonised standards as soon as they become available. In the so-called Class I, this
includes, for example, network management systems, password managers or smart home products with
security functionalities. Class Il includes digital products with a higher cyber risk, such as firewalls,
tamper-resistant microprocessors, and microcontrollers.

7. Risk classes

We are currently in the process of classifying our products according to these risk classes and will
include them in the product descriptions. Here you can see a selection of the product groups we
currently use according to Annex Il for important and critical products:

o Essential products with digital elements
o Class|
= Microcontrollers with safety-relevant functions
= Standalone and embedded browsers
= Passwort-Manager
= Boot Manager
= Operating Systems
= Physical and virtual network interfaces

= Application-specific integrated circuits (ASIC) and FieldProgrammable Gate Array
(FPGA) with safety-related functions

o Classli

= Hypervisors and container runtime systems that support virtualized execution of
operating systems and similar environments

=  Tamper-proof microcontrollers
e Critical products with digital elements (Annex lll) from Kendrion

o none

8. Risk assessment

One of the objectives of the CRA is to protect consumers and organisations from cybersecurity risks
(recital 32 CRA).

The CRA defines cybersecurity risk as the potential for loss and disruption caused by a security incident.
This results from the extent of a loss or disruption as well as the probability of the occurrence of a
security incident (Art. 3, No. 37 CRA). In accordance with Art. 13 para. 2 CRA, Kendrion will carry out an
assessment of the cybersecurity risks that a product with digital elements entails. The result is taken into
account in the planning, design, development, manufacturing, delivery and maintenance phases of a
product with digital elements to minimise cybersecurity risks and the impact of incidents. This risk
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assessment also serves as a basis for the implementation of the essential cybersecurity requirements of
Annex | Part | (2) CRA.

According to Art. 13 para. 3 CRA, the risk assessment includes at least one analysis of cybersecurity
risks based on
e the intended purpose,
¢ the reasonably foreseeable use (e.g. the operating environment or assets to be protected), and
o the expected useful life

of the product with digital elements.

9. Cybersecurity requirements
Cybersecurity requirements in relation to the characteristics of products with digital elements.

Based on the cybersecurity risk assessment , Kendrion will, where applicable, implement the following
requirements:

o Without known exploitable vulnerabilities:
This requirement can apply to its own code as well as to the third-party components used
(commercial and open source).

¢ Secure standard configuration:
Products should always be delivered with a secure configuration and must not accept a lower
level of security for reasons of user-friendliness or faster market maturity. In addition, the product
must be able to be reverted to this default configuration, including the deletion of user data.

e Protection against unauthorized access:
For example, through appropriate authentication mechanisms that are based on the protection
requirements of the product functions and the data processed by the product.

¢ Protection of confidentiality:
All data, whether personal or not, must be protected from unauthorized access. In addition to
storage, this also applies to the transmission and use of data.

¢ Integrity protection:
All data, whether personal or not, must be protected from unauthorized modification. This also
applies to programs and configurations, as long as the changes are not authorized by the
legitimate user.

e Data minimization:
Under the CRA, this applies to all data, not just personal data. This can be done, for example. by
activating optional functions only at the explicit request of the user.

e Auvailability protection:
The product should maintain basic functionality even in the event of attacks. In addition,
measures are needed to contain DoS attacks so that they do not spread to connected devices.

¢ Minimizing negative impact on availability:
This requirement deals with the protection of other devices within a network that can be attacked
via a vulnerable product. It is advisable to understand this requirement as a fundamental
consideration of security in depth.
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10.

Reduction of attack surfaces:
Security-related services that are not absolutely necessary should be switched off by default.

Reducing the impact of an incident:
For example, this requirement refers to an attacker's ability to compromise the product after they
have already exploited an initial vulnerability.

Safety monitoring:
The product must monitor and log its condition. From this, attacks and other security events can
be traced.

Ways to update to fix vulnerabilities:
It must be possible to close security gaps with patches, with a special focus on automatically
updating the product.

Vulnerability Handling

Throughout the support period, Kendrion will continuously monitor the products, assess the
vulnerabilities and provide security updates to the end user as needed. This support period is
communicated by Kendrion for each product and is usually five years.

11.

Documentation of components and vulnerabilities:

This is done, among other things, by creating a software bill of materials (SBOM):
Vulnerabilities are not only caused by your own code, but also by the libraries used. Therefore,
an overview of the components used and monitoring of their vulnerabilities is essential.

Vulnerability management, e.g. by providing security updates:
If vulnerabilities in the product are detected (regardless of whether they are caused by own code
or by libraries used), they must be fixed. As a rule, this is done by providing software updates.

Security reviews and testing:
Security vulnerabilities can only be fixed if they are known. Therefore, regular tests must be
carried out to identify gaps.

Providing information about vulnerabilities that have been fixed:

As soon as a security update is available, users must be informed of the vulnerabilities that have
been fixed and their impact, including any further activities that may be necessary by the user
(e.g. adjustments to the configuration).

Coordinated vulnerability disclosure strategy

Kendrion offers a Coordinated Vulnerability Disclosure (CVD) process that allows third parties (not
necessarily only its own customers) to report security vulnerabilities in its products. These reports are
reviewed and confirmed gaps are corrected. You can find this process under www.kendrion.com

Measures for the exchange of information on vulnerabilities, including contact address for
reports: As a concrete measure, Kendrion has set up a contact address for vulnerability reports
for CVD: psirt@kendrion.com.

In addition, these vulnerabilities can also be reported encrypted on Cert@VDE
(https://certvde.com/de/more/report-a-vulnerability/).
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12.

If vulnerabilities in the components used are published, Kendrion will also take them into account
(if applicable) and publish them on a product-by-product basis.

Current reports on vulnerabilities of Kendrion products and security advisories can be found on
the website of the CERT@VDE
(https://certvde.com/de/advisories/vendor/KENDRIONY/).

Mechanisms for distributing updates:

Patches for vulnerabilities will be provided to customers in a way that does not create new
vulnerabilities in the update process itself. At the same time, the process must be sufficiently fast
to close gaps in practice in a timely manner, usually through automated updates via data carrier.
This requirement relates to the infrastructure for deploying the updates.

Security Update Deployment:

This requirement refers to the actual deployment of the updates. Updates must be free of charge,
provided immediately and documented (e.qg. if the user needs to take further action). Ultimately, a
security update must not force the customer to buy new hardware. Our security updates can be
found at www.kendrion.com

What are security levels?

Security Levels (SL) in IEC 62443 are defined levels of security that apply to entire systems as well as to
individual components. They range from SL 0, which means no specific requirements, to SL 4, the
highest security level. Each higher level provides stronger protection against potential threats.

Level ‘ Definition

SL 0 | Security level 0 is implicitly defined and means that no security requirements or protection are
necessary.

SL 1 | Protection against incidental or accidental infringement

SL 2 | Protection against a deliberate violation with simple means and low effort, general skills and
low motivation.

SL 3 | Protection against a deliberate violation with sophisticated means and medium effort, IACS-
specific skills and medium motivation

SL 4 | Protection against a deliberate violation with sophisticated means and considerable effort,
IACS-specific skills and high motivation

Table 1

For an effective application of the security levels according to IEC 62443, a holistic approach is
recommended that analyzes security requirements in the context of the overall system. Detailed
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documentation of the safety capabilities of products in relation to the different FRs is essential. Possible
compensating countermeasures for requirements that are not directly fulfilled should also be taken into
account. It is also crucial to regularly review and update safety assessments.

The security levels of IEC 62443 provide a structured approach to defining and achieving cybersecurity
goals in IACS. Their effective application requires a differentiated understanding and careful trade-off
between standardization and flexibility.

The challenges of applying security level, especially in the area of product certification, highlight the
need for a holistic and contextual approach. Organizations need to tailor their security measures to their
specific needs and risks to build robust protection against cyber threats.

Ultimately, the successful implementation of security level according to IEC 62443 is a continuous
process that requires expertise, diligence and adaptability. Only through this comprehensive approach
can organizations ensure the security of their industrial automation and control systems in an ever-
changing threat landscape.

End users interested in a solution that targets attacks by general hackers or cybercriminals, for example,
should implement a system with security guarantee level 2 features.

Note that the characterizations given in Table 1 are general classifications intended to provide general
guidance to customers. Implementing SL2 features does not guarantee that a system will be able to stop
an attack by all hackers or cybercriminals.

13. Defense in depth

Defense-in-depth refers to the coordinated use of security measures to protect the integrity of
information in a network. Properly implementing a defense-in-depth strategy involves six steps.
Below is a brief summary of each step.

1. Create a security plan —
The most important step in the comprehensive defense process is to create a security plan. In
the security plan, employees prepare a detailed audit of all devices connected to the industrial
control network, record their connections, review their security configuration, and assess potential
system vulnerabilities. The security plan considers the impact of products, architectures, people,
and business processes. A complete security plan is a prerequisite for further measures to
improve system security. Otherwise, employees could consider a system to be secure without
being aware of potential attack methods.

2. Separate networks —
Once a detailed network map has been created in the security plan, networks can be separated
by main function. An example of this would be the division of a network into company, plant,
process and field zones. All lines between the zones should be identified.

3. Perimeter protection —
This step properly protects pipes between zones. An important part of this step is to secure
remote access.
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4. Network segmentation —
In this step, the zones created in step two can be divided into smaller zones depending on their
location or function. The perimeters of these segmented zones are protected. It is important to
note that the security level assigned to each zone may vary. For example, the security level for
devices in a monitoring function can be set to level 1, while the security level of a security system
can be set to level 3. The level of each segmented zone does not have to be the same as that of
its neighboring zones.

5. Device hardening —
Adding features to IACS devices to improve their resilience in the event of a cyberattack. This
reduces the likelihood of network elements being compromised should a "hacker" gain access to
a network.

6. Monitor and update —
CRA requires that products with digital elements be constantly monitored for compliance and
updated as needed. This includes verifying that the product continues to meet the requirements
of the CRA and adapting to new versions or updates to ensure security
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14. The zone-based placement

Zone-based placement according to IEC 62443 is based on the division of an industrial automation
system into safety zones and controlled communication links (conduits). The aim is to combine systems
with comparable security requirements within a zone and to secure communication between the zones in
a targeted manner.

The Purdue Enterprise Reference Architecture Model is often used to structure the zones, which divides
automation systems into levels 0 to level 5. However, the concrete implementation of the safety
requirements is carried out via the zone and conduit concept of IEC 62443.

Each zone has a defined security level (SL). Communication between the zones takes place exclusively
via conduits, in which appropriate security measures such as firewalls, proxies or access controls are
implemented.
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Network diagram

Examples of Safety Zones Using the Purdue Reference Model

e Level 0 (field level):
Examples: Sensors, actuators, field devices, 1/0 modules
Characteristics: Direct interaction with physical processes
Typical devices: Temperature and pressure sensors, valves, motors, I/0 modules

e Level 1 (control level):
Examples: Control systems, PLCs, RTUs
Characteristics: Direct control and regulation of processes
Typical devices: Programmable logic controllers, process controllers
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o Level 2 (process control level):
Examples: SCADA systems, HMI stations
Characteristics: Monitoring and visualization of processes
Typical devices: Control stations, HMI panels, process visualization systems

e Level 3 (Operations and Production Control Level):
Examples: MES, Historin Server
Characteristics: Production Control and Data Acquisition
Typical Devices: Server Systems for Production Data Acquisition, Quality Assurance

¢ Level 3.5 Industrial DMZ
Examples: Intermediate zone between production and company network
Characteristics: Controlled data exchange between zones of different security levels
Typical devices: Proxy servers, data diodes, security gateways

e Level 4 (company level):
Examples: ERP systems, office network
Characteristics: Business processes, data exchange with the production network
Typical devices: Office PCs, business servers

o Level 5 - External networksinternet, cloud services, external partner networks

15. How do you reach the security levels?

Achieving security levels differs for systems and components. At the system level , the process begins
with zoning according to IEC 62443-3-2. The required SLs for each zone are then determined and the
system is assembled accordingly. If a component does not reach a required SL, compensating
countermeasures must be planned and implemented for this component.

For components , the process is slightly different. First of all, the purpose of the application must be
determined or determined, whereby assumptions should be used if necessary. This is followed by the
determination of the risk and the required SL. Finally, it is determined which security requirements the
component itself should meet and which are to be met by integration into the system.

When evaluating components, it is important to understand that not all safety requirements need to be
met directly by the component itself. The requirements can be divided into two categories: those that are
met by the component itself ("met by component") and those that can be fulfilled by integration into
the system ("met by integration into system").

This distinction allows for a flexible approach to security implementation and takes into account that
some security functions can be implemented more effectively at the system level. When evaluating and
selecting components, it is therefore important to consider both the inherent safety capabilities of the
component and the opportunities for integration into the overall system. This allows for a balanced and
efficient distribution of responsibilities between components and the higher-level system.

Another problem is the risk of over- or under-fulfillment of requirements for components through blanket
SL assignments. It is neither sensible nor in the sense of IEC 62443 to assign a security level to a
component or product across the board. The safety requirements depend heavily on the context of the
application and the overall system. A product used in a critical system may require higher security
measures than the same product in a less sensitive environment.
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The desire for easy comparability of products through blanket SLs — especially for certifications —
contradicts the differentiated approach of IEC 62443. Oversimplification can lead to a misjudgement of
the actual security situation. However, there are also efforts in the industry to label components with
blanket SLs. Some certification schemes (such as ISASecure) assign such blanket SLs for components.
This practice does not correspond to the intention of IEC 62443 and should be critically questioned.

16. Compensatory measures

Another important concept is compensatory measures. If a product does not have the required security
functionality, the system can still meet the requirements if the required functionality is provided by
another component. For example, let's say a system uses a classic PLC. The PLC lacks some of the
necessary security features, but a firewall in front of the PLC provides the functionality needed to protect
the PLC. The additional firewall makes the system meet the certification requirements.

17.  Glossary — Technical terms and abbreviations

Term / Abbreviation Explanation

CE mark EU mark of conformity, which shows that a product complies with the
applicable EU regulations.

CERT@VDE German Computer Emergency Response Team for industrial systems.

Compensating Alternative security measures in case of unmet requirements.

Countermeasures

Conduits Controlled communication channels between security zones.

CRA (Cyber Resilience Act) | EU regulation to improve the cybersecurity of products with digital

elements.

CvD Coordinated Vulnerability Disclosure — Coordinated vulnerability
disclosure process.

Defense-in-Depth Security strategy with multiple layers of protection to defend against
attacks.

DoS Denial of Service — Attack that disrupts the availability of a system by
overloading.

HMI Human Machine Interface — Interface between man and machine.

IACS Industrial Automation and Control Systems — Industrial systems for
automation and control.

ICS Industrial Control Systems — General term for industrial control systems.

IEC 62443 International series of standards for cybersecurity in industrial

automation and control systems (IACS).
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PRECISION. SAFETY. MOTION.

Term / Abbreviation

Explanation

KBS

Conformity Assessment Body — organization for testing and certifying
compliance with standards.

Compensatory measures

Alternative security measures in case of unmet requirements.

Module A Simplified conformity assessment procedure with self-declaration by the
manufacturer.

PSIRT Product Security Incident Response Team — Security incident response
team.

SBOM Software Bill of Materials — List of all software components of a product.

SCADA Supervisory Control and Data Acquisition — system for monitoring

industrial processes.

Security Level (SL)

Security levels according to IEC 62443, from SL 0 (no protection) to SL
4 (highest protection).

SL 04 Classification of protection levels against cyberattacks, depending on
the threat scenario.
PLC Programmable logic controller — Industrial computer for process control.

Zone-Based Placement

Division of a network into security zones with defined protective
measures.

MES Manufacturing Execution System — software for production control.

ERP Enterprise Resource Planning — Enterprise software for resource
planning.

DMZ Demilitarized zone — network area between two security zones.

18. Disclaimer

Kendrion accepts no liability whatsoever for any damages or consequential damages of any kind arising
from the distribution and/or use of this document, or for any loss in connection with the distribution and/or
use of this document. All information published in this document is provided by Kendrion in good faith.
However, to the extent permitted by law, this information does not create any warranty, guarantee,
obligation or liability on the part of Kendrion.
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