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Terms used

The security control described in t
spelling is used, and always applie
Saf ety APLCAEXT

A Safety PLC with additional bus co

_A Safety PLC with additional extend

Main control of the system that pro

_Standard Control Programming Enviro

FSafey Package " CODESYS Safety Extension
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Used to exchange information bet wee
controller (see CODESYS Safety User
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2For ewor d
21 About t his User Guil de

This document is the user manual for the Safety PLC EC with the product number 694 331 00 and the Safety
PLC EXT with the product number 694 332 00. The use may only be carried out in accordance with the
specifications of this manual.

When working with the module, please also use the CODESYS Safety User Manual in the version certified
for use with CODESYS Safety 1.6.1. This is provided by 3S-Smart Software Solutions GmbH (CODESYS).

This document is intended for the documents described in Chapter 2.2.2 Target groups of the user manual
described target group is determined. There is no information about delivery options. Changes, omissions
and errors excepted. lllustrations similar.

ﬂ Note, Information
Please also note the ERRATA_Sheet_Safety for currently relevant safety warnings.
You can find the current version in our product finder, or a direct link to the document.

211Li mi t ati ons

The data provided are for product description purposes only and must not be understood as a guaranteed
quality of the product in the legal sense. Quality agreements are reserved for the specific contractual rela-
tionship. Any claims for damages against us i regardless of the legal basis i are excluded, unless we are
guilty of intent or gross negligence.

212Terms of delivery

The general terms and conditions of sale and performance of Kendrion Kuhnke Automation GmbH apply.

21.3Ur heberschutz / Copyright

Copyright © Kendrion Kuhnke Automation GmbH
This user guide is protected by copyright.

Reproduction and duplication in any kind and form, in whole or in part, is not permitted without the written
permission of Kendrion Kuhnke Automation GmbH.

EtherCAT® is a registered trademark and patented technology licensed by Beckhoff Automation GmbH,
Germany.

Safety over EtherCAT is a registered trademark and patented technology licensed by Beckhoff Automation
GmbH, Germany.

See www.plcopen.org for more information about the PLCopen organization. CIA® and CANopen® are reg-
istered Community trademarks of CAN in Automation e.V. The rights of all companies and company names
as well as goods and trade names mentioned here belong to the respective companies.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 7
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214Warranty Policy

With regard to the warranty, reference is made to the provisions of the terms and conditions of sale of
Kendrion Kuhnke Automation GmbH or, if available, to the existing contractual agreements.

The right to warranty does not apply:

in case of improper assembly and use,

in the event of repairs or unauthorised maintenance,
when opening the module housing,

when changing, obscuring or removing the serial number.

> > > >

215Symbol s and enperaensse notfat i on

The following symbols and means of representation are used in this user manual:

Symbols and means of representation

Symbol Meani ng

A é List entry

a  é Single action or |list of action instructic
1. é List of actions that must be executed in
2. é

ﬂ Further information about the product
Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 8

11.08.2026



Kendrion Kuhnke Automation GmbH Foreword

22Rel i ability, safety
221Scope

This user manual contains the necessary information for the intended use of the product described.

222Targetwoups of the user manual

The user manual is aimed at specialist personnel from design, project planning, service and commissioning.
Comprehensive knowledge of automation technology and functional safety is required for a correct under-
standing and error-free implementation of technical descriptions, operating information and, in particular,
hazard and warning information.

223Dangers and warnings
Despite the fact that the 2.2.5 Safety In accordance with the measures described, the occurrence of errors in
electronic control systems must be expected, no matter how unlikely they may be.

Please pay special attention to the additional instructions indicated by symbols in this user manual. Some of
these hints draw attention to dangers, others serve as orientation for the reader. In order of decreasing im-
portance, they are described below.

The content in the hazard and warning information is structured as follows:

Optional: Type and source of danger
OtherSymbols Brief description and possible consequences of non-compliance
Measures to prevent

The signal terms described below are used for warnings that you must observe for your personal safety and
to avoid property damage.

DANGER

The note DANGER refers to an immediately dangerous situation which, if the advice is disregarded, will
inevitably lead to a serious or fatal accident.

The WARNING indicates a potentially dangerous situation which, if disregarded, may result in a serious
or fatal accident or damage to this device or other equipment.

CAUTION

The note CAUTION refers to a potentially dangerous situation which, if the advice is disregarded, could
lead to an accident or damage to this device or other equipment.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 9
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2240t her not es

ﬂ Note, Information
This mark draws attention to additional information concerning the use of the product described. It
can also be a cross-reference to information found elsewhere (e.g. in other manuals).

225Saf ety

Our products usually become part of larger systems or plants. The following tips are intended to help inte-
grate the product into the environment without danger to people and machines/systems.

DANGER

Disregard for the user manual!

Precautions to prevent dangerous errors can be overridden or additional sources of danger can be cre-
ated.

Read the user manual carefully.

Pay particular attention to hazard warnings.

ﬂ In order to achieve the highest level of conceptual safety when designing and installing an electronic
control unit, it is essential to follow the instructions contained in the user manual exactly, as incorrect
handling may override precautions to prevent dangerous errors or create additional sources of dan-

ger.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 10
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226Consider during project planning an

A The safety and accident prevention regulations applicable to the specific incident must be observed.

A Please pay particular attention to the hazard warnings, which are intended to draw attention to possible
sources of error at the appropriate point.

A In any case, comply with the relevant standards and VDE regulations.

A Install controls in such a way that unintentional actuation is excluded.

2270bserve during servicing or servici

A When measuring and testing work on the switched on control unit, observe the accident prevention regula-
tion BGV A3 (VBG 4.0), in particular 88 (Permissible deviations when working on parts).

A The Safety PLC module is maintenance-free, there are no spare parts.

A Repair work on the Safety PLC module is not permitted. In the event of an error, send the module including
a description of the error to Kendrion Kuhnke Automation GmbH.

A Changes to the structure or wiring may only be carried out when the vehicle is de-energized. Otherwise, the
modules can be destroyed or their function impaired. In addition, unexpected dangerous situations can arise
that can result in accidents.

228Gener al |l nstall ation I nstructions

Electronic control systems as part of machines, plants and systems require the consideration of applicable
rules and regulations, depending on the area of application.

General requirements for the electrical equipment of machinery with the aim of machine safety are contained
in the EN 60204 Part 1 standard (equivalent to VDE 0113).

For the safe installation of the Safety PLC, the instructions from chapter 6 Installation and operation
must be observed.

Interference emission
Emission of electromagnetic fields, HF according to EN 55011, limit class A, group 1

If the control unit is to be used in residential areas, the limit value class B according to EN 55011
must be complied with with regard to interference emission.

This can be achieved, for example, by installing the control system in grounded metal cabinets and
by installing filters in the supply lines.

The IEC 61131-2:2007 standard, which has been implemented at European level in the EN 61131-2:2007
standard, applies internationally for the design and immunity of programmable logic controllers.

General installation regulations that must be followed in order to limit coupling factors and conse-
guently interference voltages to levels that can be withstood are contained in IEC TR 61131-4,
Guide for Users.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 11
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Protection against external electrical influences
o If provided, connect the control system to the protective conductor to dissipate electromagnetic interference.

ﬂ The modules must be connected to the functional ground. See also 6.2.1 Earthing.

Running of cables

a Lay power circuits separately, not together with control circuits:DC voltage 6 0 &00 V Voltage 25¢
400 V

o Only lay the following control circuits together:Data signals, shieldedAnalog signals, shieldedDigital 1/O ca-
bles, shieldedDC voltage < 60 V, unshieldedAC voltage < 25 V, unshielded

Installation Location

a Ensure that there are no impairments in terms of temperature, contamination, shock, vibration and electro-
magnetic influence.

Temperature

o Consider heat sources: space heating, solar radiation, heat accumulation in assembly rooms and control
cabinets.

Impurities

o Use appropriate housings to avoid possible adverse effects from moisture, corrosive gases, liquids and con-
ductive dust. (e.g. installation in a suitable control cabinet).

Shock and vibration

o Be aware of possible influences from engines, compressors, transfer lines, presses, pile drivers and vehi-
cles.

Electromagnetic influence

a Consider electromagnetic interference from various sources at the site: motors, switching devices, switching
thyristors, radio-controlled equipment, welding equipment, electric arcs, switching power supplies, power
converters/inverters.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 12
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3System description

The Safety PLC EC and the Safety PLC EXT are used to integrate functional safety into the control system.
The Safety PLC eliminates the need for separate wiring of safety circuits. The Safety PLC has the task of
executing the safety application program and exchanging the safety-relevant control information with the as-
signed safe slave modules.
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Figure: Safety PLC EC and Safety PLC EXT

The prerequisite for the use of the Safety PLC is the use of a higher-level controller based on CODESYS,
hereinafter referred to as the standard controller, as well as EtherCAT as a fieldbus for data exchange.

ﬂ The Safety PLC can also be operated with any EtherCAT master (which, however, has to analyze the ENI fil¢
and copy the safe process image).

Description of the main differences between the SPLC EC and the SPLC EXT and the Standard Safety PLC.

The main differences between the Kuhnke Safety PLC EC and the existing solution of the "Kuhnke FIO
Safety PLC - 694 330 00" are that the bus coupler function of the head module is supplemented by the
safety-relevant PLC core. This means that the Safety PLC can be used alone without the previously required
FIO bus coupler module (EtherCAT bus coupler, order number: 694 400 00). The added function also deter-
mines the new name of the product: Kuhnke°FIO°Safety°PLC°EC (EtherCAT, Coupler), hereinafter referred
to as "SPLC EC".

The SPLC EC has two RJ45 sockets for this purpose, one EtherCAT IN and one EtherCAT Out.

A 24V power supply is also necessary, since it is a head module.

The Kuhnke Safety PLC EXT has the additional function of an extender, which enables the network to be
extended via the EtherCAT Out connection, hence the name of this variant as Kuhnke°FIO°Safety°PLC°EXT
(EtherCAT Extension), hereinafter referred to as "SPLC EXT".

In the further course, both solutions are referred to collectively as Safety PLC if possible.

The Safety PLC also has an SD card holder. When the SD card is plugged in, the power-up checks whether
the project on the card matches the one on the SPLC. If this is not the case, a current backup is created on
the SD card. This makes it possible to replace the SPLC without a PC if necessary.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 13
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31Control ifsymsdteimonal overview

The following illustration shows an example of a control system with Safety PLC.

Programming System

(CODESYS) Standard-PLC Standard 1/0 Safety Inputs
EtherCAT- EtherCAT- =
Slave Slave =
FSoE SI _
EtherCAT- SOEEEE

Master
s R N R e P -

I safety PLC

1 (safety control unit) Safety Inputs Safety Outputs Standard 1/0
1 = — —

1 EtherCAT- = = EtherCAT- = EtherCAT-

0 Slave = = Slave = Slave

' FSoE Master = = FSoE Slave =

1 = = =

1

Figure: System overview

The programming PC with the programming system is connected to the standard controller via Ethernet to
program it. With the standard control, a Safety PLC can then be programmed via the connected EtherCAT
fieldbus.

During operation, the process data is exchanged between the standard controller and the standard actuators
and sensors via EtherCAT.

At the same time, Safety PLC uses the EtherCAT fieldbus to exchange safety-related signals with safe 10
modules or drives with the help of the "FSoE" protocol.

32Et her GETBernet Control

EtherCAT is an Ethernet-based fieldbus system and is suitable as a fast drive and 1/0 bus on controllers (in-
dustrial PC or PLC) because of its speed.

EtherCAT connects the controller to both the 1/0O modules and drives as fast as a backplane bus. This means
that EtherCAT controllers behave almost like central controllers.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 14
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33FI O system

The Safety PLC is a module from the FIO system. The FIO system is a collection of modular modules for in-
tegration into an EtherCAT network for the transmission of process signals.

In the Safety PLC EC or the FIO bus coupler as head module, the transmission is converted from twisted
pair to LVDS (E-Bus) and the system voltages for the LVDS modules are generated. On the one hand, the
usual 100 Base TX lines are connected. On the other hand, the FIO modules for the process signals are
lined up one after the other. The EtherCAT protocol is retained down to the last I/O module.

Instead of a bus coupler, an FIO PLC can also be used as a head module, which then takes over the func-
tion of the standard control with bus master.

& @

|l 1|1 |0l 1|1 1]l
EtherCAT. ™ ¢ E E 3
i 0
Figure: FIO system
FIO System
Pos. Designation Pos. Designation
1 PLC with FIO extension modules 4 Expansi on Modul es
2 Bus couplers with FIO expansion modules 5 Safety PLC EC
3 FIO PLC 6 Safety |1 0O's
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34F1 O Safety System

The FIO Safety System extends the FIO module system with the Safety PLC described here and modules
with safe inputs and outputs. There is no need for separate wiring of safety circuits. The safe signals are
transmitted together with the standard signals in the EtherCAT protocol to the Safety PLC. The basis for this
integration is the certified safety protocol FSoE.
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Kuhnke FIO-Steuerung mit Sicherheits-SPS Kuhnke FIO-Baugruppe mit Sicherheits-E/As
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EtherCAT

341Safety over Ether CAT (FSoE)

Parallel to the EtherCAT development, a safety protocol was developed that is available for EtherCAT as
"Safety over EtherCAT" (FSoE = Fail Safe over EtherCAT). This enables functional safety to be realized with
EtherCAT. The protocol and implementation are certified and meet Safety Integrity Level 3 according to IEC
61508. Safety over EtherCAT has been internationally standardized in IEC 61784-3-12 since 2010.

Safety over EtherCAT does not cause any restriction in terms of transmission speed and cycle time, as
EtherCAT is used as a communication medium. The transport medium is considered a "black channel" and
is not included in the security consideration.

Safety over

EtherCAT.

342Safety PLC EC/ EXT

The Safety PLC links the inputs and outputs of the FIO safety system and safety-related signals from other
FSoE devices in the plant.

It basically works in conjunction with a superordinate PLC based on CODESYS, here called standard con-
trol. The Safety PLC has a two-channel design and communicates with the non-safe variables as well as in-
puts and outputs of the standard controller via the standard controller via the standard controller as well as
the logical exchange variables (see CODESYS Safety User Manual - "Logical 1/0").

343CODESYS Safety

The Safety PLC is programmed with a certified, fully integrated plug-in (Safety Package) in the CODESYS
Development System.

The Safety PLC appears as an EtherCAT slave node under the standard controller with an application, task,
and global variable lists, POUs, and logical I/O. It fulfils all functions described in the CODESYS® Safety
User Manual for version 1.6.1. The only restriction is that the integration only works in conjunction with Ether-
CAT as a communication medium for Safety PLC.

Programming is carried out according to the user manual with the integrated FUP Safety Editor (according to
IEC 61131-3 with certified suitability for IEC 61508 SIL3 applications) at the Basic/Extended Level using cer-
tified modules (IEC 61131-3 standard or PLCopen Safety).

In the Basic Level, certified functional modules (PLCopen-Safety) are graphically interconnected with each
other and form the safety program of the system. If the technical status of the certified modules is not suffi-
cient for a project, the security program can be expanded at the extended level with an extended range of
commands.

The software has other additional functions for safeguarding the security function, such as change tracking,
secure signal flow, secure versioning (pinning), separation, safe operation, and debug mode.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 16
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CODESYS

ﬂ Note on the FlowControl Function (Safety FBD)

The FlowControl function for Safety FBDs is disabled. As a result, intermediate values within an
FBD network are no longer displayed in online monitoring. Variable values are recorded and dis-
played only at the end of the cycle. In addition, the color highlighting of Boolean signal paths in the
FBD is no longer used. The functionality of the safety application and its safety-related behavior
remain unaffected by this change.

344PLCopen Safety Library in CODESYS

The PLCopen building blocks have been defined and certified by the PLCopen organization together with its
members and external organizations that deal with security-related aspects. Similar to logical wiring, the
building blocks can be linked to each other by logical operations in order to reliably program a security appli-
cation from these components.

PLCopen®

4

FTTTT

CAUTION

The use of certified secure building blocks alone does not guarantee that the user program is error-free.
Every program must be developed and thoroughly tested in a safety-relevant manner.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 17
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4Pr oduct
41Product description Safety PLC

The Safety PLC is used to integrate safety functions into a control system. The core of the Safety PLC con-
sists of two microcontrollers that implement the safety functions and communicate with each other to ex-
change process data and monitor each other.

As a modular module, it is integrated into an FIO system. The module is designed to be mounted on a DIN
rail in a control cabinet.

Overview:

] ————N IS
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2 —1 A 9 —. | 12
1 —— 13
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4 @ 7 10 :. 14
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Figure: Exterior features of the Safety PLC module

Legend Product Description

Pos. Designation Pos. Designation

1 Convection sl ots 9 Le-hanedoues connection

2 Protectibwes cap e 10 Status LED: SD card

3 Status LEDs 11 Status LED: Ether CAT O
4 Status LED: Et her CAT Ou 12 Mar king clip

5 Status LED: Ether CAT I r 13 Rel ease | ever

6 Connection 24V supply 14 Bl ind I|id

7 Et her CAT Out (SPLC EC) 15 Et her CAT Out (SPLC EXT
8 Et her CAT I n (SPLC EC) 16 DIN rail fluactte minmdg, ear

The housing carrier consists of an aluminium profile with an integrated clamping device for fastening the
module to a 35 mm DIN rail. The housing tray with the light guides for the status indicators, the side surfaces
and the front are made of plastic and enclose the module.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 18
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42 Appl i cation

421l ntended use

The FIO system is a system of /O modules for connecting the process signals in an EtherCAT network. It
consists of the bus coupler and various 1/0 modules. The FIO Safety System with Safety PLC and the FIO
Safety Module extend the FIO system with functions that allow use in the field of functional safety of ma-
chines.

The intended areas of application are safety functions on machines or systems and the directly related tasks
in industrial automation. In this context, the system may only be used for applications with a defined fail-safe
state. The defined fail-safe state of the system is the power-free state. When using all safety-related control
components, the safety measures applicable to industrial control systems (protection by protective devices,
such as emergency stops) must be observed in accordance with the applicable national or international reg-
ulations. This also applies to all other connected devices, such as drives or light curtains.

The safety instructions with information on the connection conditions (nameplate and documentation) and
the limits specified in the technical data in this user manual must be read carefully and strictly adhered to be-
fore installation and commissioning.

The system is not suitable for use that poses disastrous risks or hazards that could lead to the death or injury
of many persons or serious environmental damage if exceptionally high safety measures are not ensured. In
particular, it is not permitted to use it in the monitoring of nuclear reactions in nuclear power plants, flight
control systems, air traffic control, the control of means of mass transport, medical life support systems and
the control of weapon systems.

Impairment of security when using unsuitable EtherCAT modules!
The Safety-PLC may only be operated with ETG-compliant modules on a bus.

Impairment of security when using inappropriate FSoE slave modules!
The Safety PLC may only be used with FSoE compliant and certified slave modules.

Incorrect operation by unqualified personnel!
The Safety PLC may only be installed and programmed by appropriately qualified personnel.
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422Qual i fied personnel

The use of the safety products is limited exclusively to the following persons:

A Qualified personnel who are familiar with the relevant functional safety concepts as well as the applicable
standards and regulations.

A Qualified personnel who plan, develop, install and commission safety equipment for machines and systems.

Qualified personnel within the meaning of the safety instructions in this manual are persons who, on the ba-
sis of their training, experience and instruction as well as their knowledge of relevant standards, regulations,
accident prevention regulations and operating conditions, are entitled to carry out the necessary activities in
each case and are able to identify and avoid possible hazards. Sufficient language skills are also required for
understanding this manual.

423Di scl ai mer

The user must coordinate and comply with the use of the safety-related control components with the author-
ity responsible for him on his own responsibility.

The manufacturer assumes no liability or warranty for damage caused by:
improper use,

non-compliance with standards and guidelines,

unauthorized changes to devices, connections, and settings,

Use of unapproved or unsuitable equipment or groups of devices,
Failure to comply with the safety instructions listed in this manual.

> > > > >
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43Safe condition

A distinction is made between two different safe states:

A The first safe state is assumed functionally and depends on the respective application, operation and soft-
ware of the machine. It is the desired functional safe state. The system works flawlessly.

A The second safe state is the fail-safe state and is assumed in the event of an internal or externally detected
fault.

431Functional safe state

The functional safe state is the state in error-free operation.

This condition also includes situations in which modules connected to the Safety PLC signal a fault. These
generally do not lead to the safety PLC leaving the functionally safe state and are therefore handled by the
safety application (e.g. loss of communication to a safe I/O module).

432Fashfe condition

Internal error

The fail-safe state of the Safety PLC is the state in which no valid FSoETelegrams are sent to the
FSoESlaves involved. In the absence of valid FSoE telegrams, the FSoE slaves assume the safe state (de-
energized at the outputs) after the parameterized watchdog time has elapsed.

Safety-endangering internal errors lead to FSOE communication being discontinued and thus switching to a
fail-safe state. This also stops FSOE communication. EtherCAT communication is still active as far as possi-
ble and allows diagnostic options.

External error

The module monitors the permissible operating temperature. If the permissible range is left in this process,
the Safety PLC goes into the fail-safe state and no more FSoE telegrams are sent.

At (overvoltage and undervoltage), the SPLC will turn off and restart when the allowed range is reached.

Leaving the fail-safe state

According to the FSoESspecification, connected FSoESlaves fall into the safe state if a correct FSoE tele-
gram is not received after the watchdog time has expired. The fail-safe state can only be left by a power cy-
cle. After switching back on, a full self-test is performed as part of the initialization phase.
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44 Traceability

Traceability means that it is possible to determine at any time when and where and by whom the goods were
manufactured, processed, stored, transported, consumed or disposed of for a product or commodity

Kendrion Kuhnke Automation GmbH can assume this requirement for production, processing, storage and
transport, the customer is responsible for the further whereabouts of the product.

The product can be clearly identified by the serial number and is therefore traceable. You will find the serial
number printed on the front of the module and as a sticker on the bottom of the module. It can also be read
by software. The customer must write down this number together with the machine, installation location and
end customer to ensure traceability.

ﬂ The customer must ensure the traceability of the devices via the serial number.

45Service | ife

The Safety PLC modules have a maximum service life of 20 years, calculated from the date of manufacture
(see chapter 5.1 Marking and identification). The module must be decommissioned at least one week before
the end of these 20 years (see chapter 6.10.3 Decommissioning).

ﬂ The date of manufacture is printed on the housing as part of the serial number and is also stored
in the memory of the Safety PLC (see chapter 5.1.2 Serial number).
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46 Speci fications
ﬂ The safety-related characteristics are described in chapter "8.1 Safety characteristics of Safety
pLC"

46.1Gener al device dat a

Specifications
Designation
Device data
Product name
Feldus

Connection e-bus

Memory for CODESYS application
and configuration data

Potential separation

Diagnosis

E-Bus Supply (SPLC EC)
E-Bus Load (SPLC EXT)
End module

Logical Exchange Variables

System supply
Supply voltage

Power Intake

Surge Category
Reverse polarity protection
Stability

Maximum interruption time (0V)
Storage and transport conditions
Ambient temperature

Relative humidity

Atmospheric pressure

Vibrations

Shock

Weight

Conditions
Installation position

Degree

Val ue

Safety PLC EC or Safety PLC EXT
Et her CAT 100 Mbit/ s

1pin system connector in side panel
A total of 768kByte is availabl e:

1T 512kBytleef 6ODESYS application

1T 256kByte for the configuration
The modul es -asepapatedtiabm each ot h
the exception of the head moduliso($%
from the backplane bus.

LEDGSsee ch.aSpttaclrEHs
SDO ob{ ®ecet & a®otnemuni cati)on Objects
Log storage via the programming sys

maxi mum 2A(Please note the -Tahdl bEug hie
Typical 26Q@ymtAem supply)
Cover required for module bus on | a

Used to exchange information bet wee
controller (see CODESYS Safety User

SPLC EC: -pRInug.,Tyde 6e2. ¢hapter
Supply with5%4/V+RPC% SELV/ PELV
SPLC EXT: none (sgaveear enb dluy el)e f t

5 V DCbuesankecti on comes from the h
PLC, in accordanze swupml ENwWbBBEBHIAL + ¥
SELV/ PELV)

SPLC EC: max. i (@iAnr@au 29 . dywrrent 1.52A
SPLC EXT: typical 260 mA
Categarcyolridi ng t-b, IEC H$OSE®Mdanee wi
Yes

I nstall ation in Zone B62dd¢condangotd
61121 installation on earthed DIN r
At | east 10ms

25...+70 AcC

56 95% without condensation
70é 108 kPa

56 8.4 Hz: N3.5 mm amipd:i tu@em/ 8| 4( Ir
according t-26, EtCe $5t0 03

150 m/s|] (15g), 11 ms sine2avaAave, ac

180g incl. carton

hori zont al , stackabl e

Contamination deglfre@ 68@6&G4&Lcording t
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Specifications

6

n

Permissible Operating Environ- Operation only permitted in an envi

ment protection class according to | EC

Operating temperature 0...+55 AcC

Relative humidity 5é 95% without condensati on

Atmospheric pressure 80¢é 108 kPa

Installation height Maxi mum 2000 m above sea | evel

Vibrations 5é 8.4 Hz: N3.5 mm amplitude, 8. 4
according t-26, EtCe $t0 0F 3

Shock 150 m/s|] (15g), 11 ms sine22vAve, ac

Mechanical properties

Assembly 35 mm DIN rail (DIN rail)

Dimensions (W x H x D) 25 mm x 120 mm x 90 mm

Protection I P20

Housing support Al umi ni um

Shielding connection directly on the module housing

E-Bus Load of selected safety modules

Module E-Bus Load

Kuhnke FIO Safety SDI4/SDO2 Ty p. 210 mA
Kuhnke FIO Safety SDI8/SDO2 Typ. 210mA
Kuhnke FIO Safety SDI8/SDO2 2A Ty p. 210 mA
Kuhnke FIO Safety SDI16a Ty p. 210 mA
Kuhnke FIO Safety SDI16/SDO4 Ty p. 210 mA
Kuhnke FIO Safety PLC Typ. 240mA
Kuhnke FIO Safety PLC Ext Ty p. 26 0mA

Tabelle 1: E-Bus Load

462Si ze of the FSoOE data fr ame

The FSoE protocol defines a maximum frame size of 1318 bytes. This is the maximum size of data that can
be exchanged by a Safety PLC with FSoE slaves.

The maximum number of FSoE slaves on a Safety PLC is calculated by adding the respective safe I/0 data
plus protocol overhead (these together result in the size of the image). The size specifications can be found
in the product description of the respective FSoE slave.

Typical values for the size of the FSoE image of an FSoE slave depending on the secure I/ON usage data:

Size of the FSoE frame

Payload [Bytes] |l mage [Byt e]
1 6

2 7

4 11

8 19

16 35

32 67
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In general, the following applies:
Size of the FSoE image = 2 x secure I/ODats + 3 bytes of descriptive data (CMD + ConnectionID)
The minimum size of the image: 6 bytes

If the above-mentioned maximum size of the FSoE data frame is exceeded when configuring a
safety application, the safety application in question will not start.

463Cycl e time setting of the security

The cycle time of the security application is set in the programming system. It can be set from 2 ms to a max-
imum of 100 ms in millisecond increments.

ﬂ Values outside the range should not be set.

It is recommended to set the safety task time to a high value (e.g. 50ms) for new safety projects. When the
project is running, the currently required maximum safety runtime of the boot application can be read out in
the objects 2220 Subindex 6 and 2221 Subindex 6. In order to provide sufficient computing time for the
backround activities of the SPLC, the readout time should be taken over with a buffer of e.g. +20%. If the set
safety cycle time is too short, the SPLC switches to the faile-safe state.

464Response Time |/ Watchdog Ti me

In a safety system consisting of the safety controller, safe 1/O modules connected via FSoE, and associated
sensors and actuators, the total response time is made up of the signal processing times of the individual
components (see figure). For the calculation of response and watchdog times, please refer to the protocol
specifications of ETG.5100.

Gesamte Reaktionszeit

Signalverarbeitung im Sensor Signalverarbeitung im Aktor
Signalverarbeitung im sicheren Modul Signalverarbeitung im sicheren Modul
Ubertragung der Daten (ber EtherCAT

Zeit bis zur Berechnung neuer FSoE-Daten
Berechnung FSoE-Daten in der Safety PLC

Sensor

Aktor T_Sensor T_Aktor

Safety 10 T Input T Qutput

EtherCAT T_FSoE T_FSoE T_FSoE

v

T Ubernahme

Safety PLC | Berechnung FSoE-Daten | Berechnung FSoE-Daten

Safety PLC Zyklus Safety PLC Zyklus Safety PLC Zyklus

FSoE-Reaktionszeit:

Figure: Response time in the system network (example)

Reaction time

Definition Description

T_Sensor Processing time of the sensor until Tthhe disgnag
menti oned by the sensor manufacturer.

T Input Processing time of the safe itmipmeé ,c&ngbe SDAKG
technical data of the input modul e.

T _FSoE Processing time of aomamxnmBmtbobe. EThesCAS cyc

can al ways be seatve&itmea CAdwt 8adafegtrym and t he -d
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|l evel standard controller. The processing tim
the cycle time of the Ether CAT master.

T SafetyPLC Thi s is the set cycle time of the security ap
application exceeds the cycle time, the safet

T_Output Processing time of the safe output, e.g. SDI1
technical data of the output modul e.

T_Actuator Actuator processing time. This information is

DT Freely selectable additional buffer.

T SFR_wc Wor-sase response time of the security functio

Security-relevant times in the secure system are only the FSoE watchdog times of the slaves. If an
internal error causes that FSoE telegrams can no longer be sent, the slaves always go into the
safe state after the FSoE watchdog time has expired.

CAUTION

For the worst case response times, the running times of the fieldbus and the cycle time of the
Safety PLC must be taken into account!

For the design of the "worst case safety function response time", the runtimes of the fieldbus and the cy-
cle time of the safety PLC (plus jitter) must be included in the calculation of the safety response time.
(4.6.4.2 Calculation of the response time of the security function in the worst case)

In the worst case, the EtherCAT cycle time must be assumed to be 3x per data direction for the runtime
of the fieldbus.

See also EtherCAT Protocol Specifications ETG.5100

Since an error can occur during the Safety PLC cycle, the response time must always be based
on the maximum system response time (worst case safety function response time).

CAUTION

A jitter of 0.5ms must be taken into account when setting the safety cycle time of the safety application.
T _SafetyPLC = T_Zyklus + T_Jitter.

ﬂ The EtherCAT cycle time should be set to a maximum of half as long as the parameterized safety
cycle time.

4.6.4.1 Determination of the watchdog times of the Safety 10's according to ETG.5100

T Input T FSoE T SafetyPLC T FSoE T Output
Input Logic Output
Input Connection Output Connection
- -
T WD_In T WD _Out
Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 26
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Determine the watchdog time for the input connection:
% cz Y cz"Y % DY
Determine watchdog time for the outbound connection:
1% cz ¢z"Y % % DY
The minimum watchdog time to be set is then the larger of the two calculated watchdog times.

Y 0D Y Ny

4.6.4.2 Calculation of the response time of the security function in the worst case

T Sensor T Input T FSoE T SafetyPLC T FSoE T Output T Actuator
Sensor Input Logic Output Actuator
T InCon T_OutCon
> >

Calculation of the time from the sensor signal to the safety logic:

v cz "y "y "y "y
Calculation of the worst case from the sensor signal to the safety logic:

"y cz "y "y
Calculation of the time from the safety logic to the actuator:
"y cz "y "y "y "y

Calculation of the worst case from the safety logic to the actuator:

"y cz oY oY cz oY

Calculation of the response time of the security function in the worst case:

Y 0 O WY Y n'y Y
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E - Safety PLC EC
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_ﬂEtherCAT Run
DAsafe Status
o BFLC
o I ouT
© Jout
| LY
'D/ 50-@
Status
Kuhnke FIO 694 33100 Ethereaim~
Safety PLCEC V1.0
Protocol FSoE ol < n
Runtime CODESYS Safety 4 — I ol (o] LA
Supply 24 VDC — — ©
SELV/PELV only Power|
Coupler 24 E-Bus Load
Temperature 55C max. m
2
]| W 3
OUI x
>
o4
>
>
In ﬁ
: I >
[T
b @ 24 VDC
SELVIPELY only
$ Kendrion Kuhnke Automation GmbH 694 331 00
Litjienburger Str.101, D-23714 Malente
www kendrion.com Made in Germany ' ™
[ e e |
Figure: Dimensions in mm
ﬂ The dimensions of the Safety PLC EXT are identical.
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4.7Transport and storage

During transport and storage, the Safety PLC must be protected against impermissible stresses such as me-

chanical loads, temperature, humidity and aggressive atmospheres.

a Transport and store the Safety PLC in its original packaging.

o When picking or repacking, do not dirty or damage the contacts.

o Store and transport the Safety PLC in suitable containers/packaging in accordance with the ESD instruc-
tions.

The devices contain electrostatically vulnerable components that can be damaged by improper handling.

o When commissioning and maintaining the Safety PLC module, take the necessary protective measures
against electrostatic discharge (ESD).

e and transport conditions

Designation Val ue

Ambient temperature 25...+70 AcC

Relative humidity 5é 95% without condensati on

Atmospheric pressure 70é 108 kPa

Vibrations 5¢ 8.4 Hz: N3.5 mm &A@l HzudkQ M@/, %] n
according t-26, EtCe $t0 0F 3

Shock 150 m/s|] (15g), 11 ms sine22vAve, ac

Weight 180g incl. carton
CAUTION

Electrostatic discharges!

Destruction or damage to the device.

For transport and storage of the Safety PLC module, use the original packaging.

Ensure that the equipment is only transported and stored in the specified environmental conditions.
When handling the Safety PLC modules, make sure that the environment (people, workplace and pack-
aging) is well grounded.

Do not touch any electrically conductive components, e.g. data contacts. The devices are equipped with
electronic components that can be destroyed in the event of electrostatic discharge.
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Structure and function

5Structure and
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51.2Ser i al number

The serial number is printed vertically on the front panel. It can also be found on the sticker on the back of
the module.

The number combination consists of the production date and a sequential number. With the combination of
numbers, device history, device design as well as software and hardware status can be clearly identified by
Kendrion Kuhnke Automation GmbH.

[

Safaty PLC EC

EIUHTHETE) R a:
Hower

_n':lllchAI Run
B¥sale Stalus
[ - ke

QUT

24V

e 0004999

(= {3 )

&84 331 00

[ B e
o I o ] o

Figure: Front view with serial number

Structure of the serial number: YY MM DD NNNNN

J=Year (Production date)
M = Month (Production date)
T = Day (Production date)

N = sequential number

The serial number is also stored in object 1018h in sub-index 4 (see chapter 8.3.7 Identity Object
1018h) and can be read out via EtherCAT SDO access.
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52Connector Overview

The connection level for all external connections is located on the front of the device, the connection
modules from the FIO EtherCAT 10O system is done via the

EtherCAT E-Bus Interface. The Safety PLC EXT also has a left-hand E-Bus connection, where it is powered
by a FIO controller or FIO bus coupler.

EtherCAT E-Bus
Interface

Kendion Kuny

SPLC EC e SPLC EXT

] L

Safely PLC EXT

B=therCAT Run i

Bsals Status

Safety PLC EC

"EAetherCAT Run
Bsale Stalus
oL

Ot

L G— EtherCAT Out .
\ —

. EtNETCAT IN "8

< Module supply 24V

I SNz KOO

& & O G

B94 332 00

aooo
80800

521Et her CAT -Bus Out ; E

IN  RJ45jack Input (from the previous EtherCAT device)
OUT RJ45 jack Output (to the next EtherCAT device)
E-Bus Interface Connection of other FIO modules (right-side)

ﬂ Note, Information

EtherNET cables suitable for industrial applications must be used, which comply with at least the
Catbe SF/UTP category according to EN 50173 bzw. ISO/IEC 11801.

The cable length must not exceed 100m.
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522Modul e supply/ power supply

The SPLC EC has a built-in power supply for an input voltage of 24 VDC (-15% ... +20%). The power supply
has built-in reverse polarity protection. This power supply supplies the CPU core of the SPLC EC, but also
the FIO modules connected to the E-Bus.

To protect the modules, the supply line and the power supply must be equipped with external short-circuit
and overload protection with a tripping current of max. 10A.

Plug assignment:

Module supply / power suppl

 Plug PN __]Funcion |

Weidmiller L+ External power supply 24 V DC, -15% / +20%
Type see SELV/PELV
6.2.4 L- External power supply GND

CAUTION

The 2-pin connector connector must be screwed to the housing for safe operation with the screws avail-
able on connectors.

53Scope of delivery

A Safety PLC EC: PLC, supply voltage plug, 2x protective cap for module bus.
A Safety PLC EXT: PLC, protective cap for modular bus.

54St aLEDS

Safety PLC out
In g
Ether@afi

Status
S0 @

Power

@EtherCAT Run
@ Safe Status
@FLC

Figure: Status LEDs

Indicate

A LED "EtherCAT Run": Status of EtherCAT communication

A LED "Safe Status" (Duo-LED): Status of the module in relation to the safety function
A LED "PLC": Status of the module

LED "EtherCAT Run"

From I nit I nitialization, no data e

Off/Green, 1:1* Pr-ep Preoperational, no data e>

Off/Green, 5:1 S a fOp Safeoperational, inputs ai
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Green, Continuous Light Op Operational state, full d:¢
LED "Safe Status"
Green, Continuous Light OK Modul e is in a functionall
Red, Steady Light Error Modul e isafien sft aitle
LED "PLC"
From T Security application not |
Offlyellow, 1:1* T Loading security applicati
Yellow, Continuous Light ) Security application is |«
Green, Continuous Light ) Security application runni
Red, Steady Light ) Security application is s
Off/Red, 1:1* T Security application has |
Off/Green, 1:1* T Security appli madedh is i1
LED "Out/In LA"
From Not connected No Et her CAT connection avze
Offlyellow, 1:1 Connected Et her CAT connection is aveée
Yellow, Continuous Light Traffic Tel egram traffic
LED "Status SD"
Flashing green 1:1* Veri fication T Checking the boot applic
powering up with an exi:¢
T or verification of the I
the card during restore.
Flashing red 1:1* Loading/savin § BA is saved to tihe tSDr te
application f Boot application is | oact
the restore.
Green for a second OK Save process completed suct
Red for a second Error Saving process did not woi

the SPLC.
*The flashing sequence is with 200ms on and 200ms off.
*Run mode without stored boot application (BA)

The status LEDs are not a safety-related indicator. This means that the status display via the
LEDs must not be used alone as a reliable indicator of the operating status of the module, etc.

Immediately after the supply voltage has been applied, a "lamps-on" test is carried out in the ini-
tialization phase of the microcontrollers. The PLC status LED of the module "flashes" yellow for a
short time.

550perating

The Safety PLC is part of a decentralised control system based on CODESYS. The Safety PLC is pro-
grammed by a programming system based on CODESYS, which is extended by a certified plugin
(CODESYS Safety Extension) with the safety functionality.

WARNING

Wrong programming and parameterization!

Programming and parameterization can only be carried out via the CODESYS Safety extension, in a ver-
sion released for use with the CODESYS Safety runtime system in version 1.6.1.

Carry out programming and parameterization according to the corresponding CODESYS Safety User
Manual.
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6l nstall ation and operati on

o Before installation, ensure that the Safety Module complies with the requirements described in Chapter 4.7
Transport and storage and Chapters 4.6 Specifications specified environmental conditions.

o For the operation of the module, the 4.6 Specifications specified operating conditions.
o The module may not be commissioned until the user has the knowledge from the manual.

Improper operation!

Malfunction of the Safety PLC module.

The adding, replacement and commissioning of Safety PLC modules may only be carried out by persons
with safety knowledge.

Before installing, commissioning and maintaining the Safety PLC module, read the safety instructions in
this documentation.

Before commissioning, check all safety functions for their specified effectiveness (validation of the safety

function).

6.1 Mechani cal i nstall ati on

ﬂ No tools are required to install and uninstall Safety PLC. See chapter 6.1.3 until 6.1.6

Notes on the installation environment:

The device must be protected against impermissible contamination (in accordance with the contamination
grade Il of IEC 60664-1).

An enclosure with a protection class of at least IP54 is suitable for this purpose, e.g. a corresponding control
cabinet. Operation in condensing humidity is not permitted.

CAUTION

Before commissioning!
Check the packaging and module for damage.
Only modules in perfect condition may be used.

Dangerous failures due to pollution!
In the case of heavier contamination than described in Pollution Grade Il of IEC 60664-1, dangerous

failures can occur.
It is essential to ensure a proper operating environment of at least IP54, e.g. by means of suitable control

cabinet installation.
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6.1.11 nst aPbattoonn

The device is intended for mounting on a DIN rail (according to DIN EN 50022, 35 x 7.5 mm). The DIN rail is
mounted horizontally, the status LEDs of the module point forward.

To ensure sufficient ventilation through the convection slots of the module, the minimum distance of 20 mm
upwards and 35 mm downwards from adjacent devices and control cabinet surfaces must not be undercut.
The lateral distance to third-party devices and control cabinet surfaces must not be less than 20 mm.

Figure: Installation position and minimum distances in mm

6.1.2E-Bus Pl ug and Modul e Locking

On the sides of the Safety PLC module are the system connectors and the module lock. These plug contacts
connect the modules to each other. They supply the electronics in the module and transmit the EtherCAT
signals. On the last module on the right side of the terminal unit, the Modulbus connector remains sealed
against contamination with the supplied end cap.

The integrated module locking system prevents unintentional disconnection of the modules in the event of
mechanical stress or vibration.

CAUTION

Connect devices of different designs!
Damage to the equipment mechanics.
Only use approved modules in a FIO network.
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6.1.3Snappisinggriaed ul e
N

&

o]

Figure: Mounting the module

1st  According to the illustration, guide the module against the DIN rail from below in such a way that the metal
spring presses in between the DIN rail and the mounting surface.

2nd Press the module against the top of the mounting wall until it clicks into place.

6.14Connecting two modul es

1st If one module is already locked onto the DIN rail, snap the next module to the right of it at a distance of
about 1 cm on the DIN rail.

2nd Push the newly latched module on the DIN rail to the left to the other module until the release lever clicks
into place.

3rd  Mount the module bus connector cover on the rightmost module of the E-1O system to prevent unacceptable
contamination.

CAUTION

Short circuit of the module bus contacts!

A short circuit of the contacts of the module bus can lead to the failure of communication to the safe
module.

Make sure that the bus end cap is always plugged in to the last module of a module assembly.
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6.1.5Di sconnecting two modul

N

€S

Figure: Detach modules

1st  Press the release lever (1) of the module to be disconnected.

2nd Push both modules apart to a distance of about 1 cm.

6.1.6Det aching a single modul e

N < N *?
N N
& & N

Figure: Disassembling the module

1st Press the module upwards against the metal spring located on the bottom of the mount.
2.

Swivel the module forward away from the DIN rail according to the illustration. Pull the module downwards
from the mounting rail.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE)
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6.2El ectri cal i nstall ati on

System suppl
Designation Val ue

Supply voltage SPLC EC: -pRInug, 2
Supply wit-h5%4/V+RAB% SELV/ PELV
SPLC EXT: none (sgaveear enb dluyl el)e f t

5 V DChbusacBnnection comes from the
PLC, in accordanze wupml ENwWbBBE#HIAL + ¥
SELV/ PELV)

Power Intake SPLC EC.: magR. 4VYVA @
SPLC EXT: typical 260 mA

Surge Category Category ||l accolding aocbECafh@Ré6Wi

Reverse polarity protection Yes

Stability I nstall ation in Zone B6d@d¢condangotd
EN61123,1 i nstall ation on grounded DI I
WARNING

Dangerous failures due to incorrect power supply!
An incorrect power supply can damage or destroy the device and can lead to dangerous failures.
Measures to prevent it.
U Forthe 24 VDC supply on the Kuhnke FIO Safety System, you may only use PELV/SELV-
capable power supplies in accordance with EN60950-1.
U  The upstream bus coupler or small controller used must have reverse polarity protection of the
24V supply.
U If the power supply is earthed (PELV system), only an earth connection with GND is permitted.
Grounding variants in which the earth is connected with +24V are not allowed.
U Furthermore, you must note that even in the event of a fault, these assemblies may only be sub-
jected to a maximum voltage U max. < 33 V.
U If the device has been operated with a voltage > 33 V, the device must be replaced, as it must
not be reused due to potentially irreversible damage.
U In order to ensure trouble-free operation, the supply lines of an FIO module block must be laid in
a star shape with the shortest possible lines from a central supply connection.

U Use a separate GND line for the module and for each actuator to a common GND potential rail
and not GND sum lines.

CAUTION

Danger of improper installation under voltage!
Defect of the Kuhnke FIO Safety I/O module.
The Kuhnke FIO Safety I/0O module may only be installed when the vehicle is de-energized.

6.21Eart hing

The modules must be grounded by connecting the internal metal housing to a functional ground. The func-
tional earth dissipates RF currents and is of great importance for the immunity of the module.

RF interference is dissipated from the electronic circuit board to the metal housing. The metal housing needs
a suitable connection with a functional grounder.

As a rule, the module housing is connected to the DIN rail in a good conductive manner by snapping it on.
This in turn is connected to the control cabinet in a good conductive manner, which itself has a good earth-
ing.

If necessary, the grounding can be screwed directly to the front of the module (see figure, item 1).
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Figure: Grounding (using the example of an I/O module)

Designation
1

Grounding/cable shield, fastening with 2 DIN rail, connected to functional earthing
bolt M3x5

Danger of malfunctions due to EMC interference!

An incorrect installation of the modules can lead to malfunctions in the module in the event of EMC inter-
ference.

Measures to prevent it.

The module must be grounded correctly!

Note the complete chain: grounding of module, DIN rail, control cabinet, etc.

An earthing test must be carried out in accordance with VDE 0100.

Make sure that the bus end cap is always plugged in to the last module of a module assembly.

ﬂ Grounding cables should be short and have a large surface area (copper braid).

When installing systems, an earthing measurement must be carried out on the DIN rail in accord-
ance with the guidelines (earthing test according to VDE 0100). With the earthing measurement,
protective earthing and operating earthing must be tested for compliance with the values required

by the standards.
Observe the frequency for the repeat inspection resulting from the risk assessment.

6.22Gr ound

Ensure a secure connection of the module GND potential ("L-", pin 17 and pin 35 of the front connector of
the modules) with the GND potential rail.

CAUTION

Do not form GND sum lines with other modules.
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11.08.2026



Kendrion Kuhnke Automation GmbH Installation & Operation

6.23Connection between the modul es

The electrical connection between the modules is achieved by pushing the individual modules together. The
connection to the EtherCAT bus system and the system supply is thus implemented automatically. Please
refer to the detailed description of how to connect two modules under 6.1 Mechanical installation.

6.24SPLC EC system supply

General information

Collector plugs stand for high connection density in the tightest of spaces.
A Release levers on larger connectors make it easier to disconnect the connector in confined spaces.

A Screw connections ensure a tight fit for small plugs.

The connectors must not be subjected to undue tension/pressure to avoid excessive force transfer
to the board or contact problems. For example, avoid too much tension due to wiring that is too
short.

To protect the modules, the supply cable and the power supply should be equipped with external
short-circuit and overload protection with a tripping current of max. 10A.

Socket headers with tension spring connection technology enable quick and easy wiring. The release
lever makes it easier to disconnect the connector in confined spaces.

single-breasted:

Type of Socket Strip: Weidmduller, OMNIMATE Signal i BL/SL 3.50 Series

Tool: Screwdriver blade 0.4 x 2.5 x 75 (DIN 5264-A)

Clamping Range, Rated Connection min. 0.2 mm?2 max. 1.5 mm?2

Conductor connection cross-section AWG, min. AWG 25 max. AWG 14

Outer diameter of insulation, max. 2.9 mm

Conductor connection cross-section single-stranded, min. HO5(07) V-U 0.2 mmz2 ... max. H05(07)
V-U 1.5 mm?

Conductor connection cross-section fine-stranded, min. HO5(07) V-K 0.2 mm2 ... max. H05(07) V-K
1.5 mm?

Conductor connection cross-section with ferrule according to DIN 46 228/1, min. 0.2 mm2 ... max.

1.5 mm2 conductor connection cross-section
with ferrule with collar DIN 46 228/4, min. 0.2 mm?2 ... max. 1 mm?2
Stripping length 10mm

Rated current: 10 A (CSA) / 10 A (UL)Temperature resistance of the used.
Cable: at least 65°C (UL)

v

t\| sDI04x25x7E
I ©nszeas

Spring-loaded connector, single-row with release lever Connection note
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The PUSH IN spring connection enables fast and tool-free conductor connection by means of direct plug-
ging technology. The stripped solid conductor or fine-stranded conductor with crimped ferrule is inserted into
the terminal point as far as it will go.
double-breasted:
Type of Socket Strip: Weidmdller, OMNIMATE Signal i Series

BC/SC 3.50 - 1 row
Clamping Range, Rated Connection min. 0.2 mm2 ... max. 1.5 mm?2

Conductor connection cross-section AWG, min. AWG 25 ... max. AWG 16

Outer diameter of insulation, max. 2.9 mm

Conductor connection cross-section single-stranded, min. HO5(07) V-U 0.2 mm?2 ... max. H05(07)
V-U 1.5 mm?

Conductor connection cross-section fine-stranded, min. HO5(07) V-K 0.2 mm?2 ... max. H05(07) V-K
1.5 mm?

Conductor connection cross-section with ferrule according to DIN 46 228/1, min. 0.2 mm?2 ... max.
1.5 mm?

Conductor connection cross-section

with ferrule with collar DIN 46 228/4, min. 0.2 mmZ2 ... max. 1 mm?2
Stripping length 10mm

Rated current: 9.5A (CSA)/9.5A (UL)
Temperature resistance of the used. Cable: at least 65°C (UL)

CAUTION

The power supply lines must not be connected from one Kuhnke FIO supply connection to the next. In
order to ensure trouble-free operation, the supply lines must be laid in a star shape with the shortest pos-
sible lines from a central supply connection to Kuhnke FIO.

ﬂ The device may only be operated with the original mating plugs.

ﬂ The pipe length may not exceed 100m.

To comply with UL approval regulations, the cables used must have a temperature re-
c @ us Sistance of at least 65°C.

Plug

A 2-pin pluggable terminal block with screw flange is used to connect the system supply to the SPLC EC.
Since the SPLC EC supplies the E-Bus and the logic of the I/O modules, the current consumption depends
on the number of connected I/O modules.

The outputs of the I/O modules are supplied separately.

Spring-loaded connector with screw flange for SPLC EC
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CAUTION

The 2-pin supply connector must be screwed on the SPLC.

6.25System supply i n a module networKk

CAUTION

Only modules (bus couplers, small controllers in accordance with EN 61131-2) that have reverse polarity
protection for the 24V power supply may be used to supply the SPLC EXT.

The logic power supply of the individual modules is provided by the head module (small controller or bus
coupler) via the rear wall bus of the modules. The number of modules that can be attached depends on the
output power of the head module. With a typical output power of 2 A (SPLC EC), up to 14 modules can be
connected, depending on the modules used. Please note the maximum current consumption of the e-bus
from the data sheets of the modules used. To connect a larger number of modules, they must be divided into
several module blocks with a standalone bus coupler.

Please refer to the information on the system supply in the operating instructions of the upstream
ﬂ bus couplers or small controllers as well as the additional instructions for the system supply in this

user manual.

Note that the number of modules mounted in a block is limited by the maximum current of the

head module used.

Due to the number of modules in the module network, the voltage conditions on the e-bus vary
ﬂ depending on the module position.
Place the SPLC EXT as close as possible to the head module to ensure the highest possible
availability.
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6.3 Commi ssi oni ng

Incorrect operation by unqualified personnel!
Programming may only be carried out by qualified personnel!

CAUTION

The Safety PLC may only be operated with FSoE compliant FSoE slaves. After all work on the safety
system, the safety functions must be checked for correct functioning.

The Safety PLC is configured solely via the operating software. There are no adjustment options on the mod-
ule itself.

64Software installation up to COD

As a general rule, only the 32-bit version of CODESYS is currently permitted for the use of CODESY Safety.
As of CODESYS 3.5.19.60, however, Safety is available in the 64-bit version.

The following versions are currently approved by us:

CODESYS Version Safety Package Version

32Bit CODESYS V3.5.16.40 Safety Package V1.6.1.0

There is a tutorial that explains the first steps to creating a safety program.
Partl: https://www.youtube.com/watch?v=_DQIit8ErxeM
Part2: https://www.youtube.com/watch?v=XvoppfsS4U0
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641l nstalling the Safety Extension

The safety extension required for the safety control must be manually integrated into the programming sys-
tem. To do this, after the CODESYS installation has been completed, the CODESYS Safety extension can
be installed by double-clicking on the installation file.

Alternatively, the extension can be downloaded in CODESYS itself under the tab "Tools -> Package Man-
ager... -> Install...".

Tools | Window  Help

|§ Package Mapager.. |

tol  Package Desﬁner...
m Library Repository...
) [ Device Repository... E
@ Visual Element Repository
@ Visualization Style Repository...

Important: In both cases, the installation of the extension must be carried out as a user with administrative

rights.
[

Sort by: | Name v] [ Install... ]

Update info License info

Mo license reguired

Mo license required

Ipdates

search updates

a After the installation is complete, restart the CODESYS programming system.

642l nstalling the device description

The device description of the Kuhnke FIO Safety PLC can be downloaded from the product finder.
Or you can contact our Fehler! Verweisquelle konnte nicht gefunden werden..

Tools | Window Help 1 Open the 'Device Repository..." in the "Tools' menu
1 The Device Repository dialog is launched

£ Package Manager...
m Library Repaositary. ..

| ﬁ Device Repository...

Visual Element Reposito

| [

Use the "Install..." to reinstall a device on the local system and thus make it available in the programming
system.
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=]

v] [ Edit Locatiun.s...]

Install...

P |

Install DTM...

The 'Install Device Description' dialog opens. There you can search the system for the corresponding device
description file.

e KuhnkeFIDSafetyPﬁ_EXT. devdesc.xml

& KuhnkeFlDSafetyPI'T_EXTxml
e SPLC_GenericLogStrings_en_dexml

As soon as the selection is confirmed with 'OK’, the dialog closes and the new device is added to the device
tree in the 'Device Repository' dialog. Errors during installation (e.g. missing files referenced by the device
description) are displayed in the lower part of the device repository dialog.

Device descriptions may not be changed

643Create a safety project

1. Open CODESYS V3.
2nd On the standard CODESYS home page, under "Basic Operations”, click on "New Project..." button.

Start Page X

P CODESYS V3.5

S
Basic Operations

1=] Mew Project...

ﬁ" Open Project...

Alternatively, a new project can also be created under "File -> New Project...".
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» CODESYS
File | Edit View Project Buid
5] NewProject..  Ctrl+N

S

[ OpenProject... Ctrl+0

Close Project

Save Project Cirl+5 I

3rd Under Templates, select "Empty Safety Project".
4th  Select "Name" and location of the project and click "OK" to create the project.

P

"i% Mew Project

Categories: Templates:

..Ca ® 9

Empty project Empty Safety project

.

Standard project  Standard project with
Application Composer

A project containing one device, one application, and an empty implementation for PLC_PRG

5th  For an empty project, add a default control by right-clicking on "Attach [project name] > device".

Devices
-@ @ Properties... —

Add Object ’

U E

Add Folder...

| Add Device...

Edit Object
Edit Object With. ..

Edit IO mapping

Device Configuration »
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6th  Select the device type of the desired default control.

[ Add Device [(&=]
Mame: 0

Action:

@ Append device Insert device Plug device ndate device

Device:

Vendor: [ <Al vendors= T

Mame Yendor Yersion

+ ﬁ Logical devices

+-[{ PLCs

Group by category
[7] Display all versions (for experts anly)
[7] Display outdated versions

7th  To insert objects into the application, right-click on "Application -> Add Object" with the mouse.

Devices
=3 Demol
=~ Kuhnke_Scout_CE_x05_TV_WV (Kuhnke Scout C
=-Ell PLC Logic
= O Applicat®
m Libra 2L

&
[ nternal_1_o Copy

Paste

Delete

Properties...

Add Object 3

Add Folder.,..

L @ﬁ i

Edit Object
Edit Object With...

R

Login

A list will now open in which all objects that can be added are displayed.
By clicking on the respective object, it is inserted into the application.
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Devices
= -@ Demal
=M Kuhnke Scout CE_x05 TV WV (Kuhnke Scout CE %05 TV WV)
=l PLC Logic
= ulﬁ.pplica oo
m Libra o Cut
[ nternal_1_o Copy
Paste
Delete
Properties...
|T‘:I Add Ohject J | M  Alarm configuration. ..
IC3) AddFolder... [ DataServer...
(9" Edit Object “¢ DUT...
Edit Object With. .. External File...
m Login ﬁ Global Variable List. ..
Image Poal...
=0 Interface...
ﬂ Logical Exchange GVL...
ﬁ Logical I/Os...
ﬂ Metwork Variable List (Receiver)...
“ Metwork Variable List (Sender). ..
T Persistent Variables...
8] PoU...
8th Insert a POU (program). Give a name, here "POU".
9th  Right-click on the default control that has already been inserted.
10. Inthe "Attach device...".
®" Unbenanntl.project” - CODESYS
Datei  Bearbeiten  Ansicht  Projekt  Erstellen  Online  Debug Tools  Fenster  Hilfe
Bl & v o & B R X |45 d0 3 B2 [t O | &
Geréte >~ 1 X POU x
=5 Unbenanntl - 1 FROGRAM ECQU
= 2 VAR
@ lgg—cnnt' & Ausschneiden 3 END VAR
= SP5L —
- u A Kopieren 4
= Einfdgen
g}( Léschen
Eigenschaften...
h Objekt hinzufigen *
) Ordner hinzufigen...
| Gerdt anh@ngen... . 1
Gerdt aktualisieren... s
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11th In the following window, select "Fieldbuses -> EtherCAT -> Master -> EtherCAT Master".
12th Click on "Attach device" to insert the EtherCAT master into the project.

ﬂi Gerdt anhdngen
g

Name |Eﬂ1erC.-'-\T_Master

Alktion
(®) Gerdt anhangen () Gerdt aktualisieren
|Zeichenfo|ge firr eine Volltextsuche | Hersteller | <alle Hersteller >
MName Hersteller Yersion Beschreibung
ﬂj C¥aoo internal EtherCAT Master CODESYS 4.6.1.0 C¥aoox internal EtherCAT Master. ..
ﬂj C¥aoxw internal EtherCAT Master CODESYS 4.7.0.0 C¥ewx internal EtherCAT Master...
ﬂj EtherCAT Master 35 - Smart Software Solutions GmbH 3.5.5.0 EtherCAT Master...
ﬂj EtherCAT Master 35 - Smart Software Solutions GmbH 3.5.8.0 EtherCAT Master...
ﬂj EtherCAT Master 35 - Smart Software Solutions GmbH 3.5.13.10 EtherCAT Master...
ﬂj EtherCAT Master 35 - Smart Software Solutions GmbH 3.5.14.0 EtherCAT Master...
ﬂj EtherCAT Master 35 - Smart Software Solutions GmbH 3.5.14.30 EtherCAT Master...
ﬂj EtherCAT Master 35 - Smart Software Solutions GmbH EtherCAT Master...
r'_l"i FHuar™ AT Mactar W _ Drart Cafhuara Sabdinne Cmkk TEATN FEthar™ AT Mactar

The EtherCAT master is now visible in the device window and has been successfully integrated into the pro-
ject. The corresponding task configuration for the EtherCAT master was also created automatically.

»

Datei  Bearbeiten  Ansicht  Projekt  Erstellen  Online  Debug  Toocls  Fenster  Hilfe

Er-2=N= Y B k- O | &
Geréte > o x POU X
=T V—— = 1 PROGRAM EQT
=[] F10_contraller_115 (FIO Contraller 118) 2 VAR
=2l sPsLogik 3| END VAR
= £} Application )
m Bibliotheksverwalter
POU (PRG)
= @ Taskkonfiguration
2 EtherCAT Task
[l EthercAT_Master (EtherCAT Master)
13th Add POU to the task: To do this, double-click on the "EtherCAT_Task"
Click on "Add call" and select POU in the list.
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® Unbenanntl.project” - CODESYS
Datei  Bearbeiten  Ansicht Projekt  Erstellen  Online  Debug Tools  Fenster  Hilfe

Eﬁ'n & v o 4 BB ﬂ'q:glﬁ'.ﬁ:] A" T‘jv Dﬂ E Applicatic

Gerate -~ 0 X || i POU & EtherCAT_ Task X

= .@ Linbenannti || Konfiguration
= ﬁ FIO_Controller_116 (FIO Controller 116)
= 810 sps-Logik Prioritat (0.31 ): |1
= n Application
m Bibliotheksverwalter Typ
POU (PRG) |Z‘:'k|i5'2|'l V| Interval
= @ Taskkonfiguration
£8 EtherCAT_Task Watchdog

ﬁ EtherCAT_Master (EtherCAT Master) [] Aktivieren

Zeit (z.B. t£200ms)

Empfindlichkeit

|l|- Aufruf hinzufiigen | > Aufruf entferr

POU .
| Bausteinaufruf hinzufigen

Eingabehilfe

Textsuche Kategorien

Programme & Mame Typ

= n' Application Apoltation

PROGRAM

14. Scan the network for the controller you are using. Double-click on the controller used, then select "Scan
Network". And select the right controls.

@ Unbenanntl.project” - CODESYS
Datei  Bearbeiten  Ansicht  Projekt  Erstellen Online  Debug  Tools  Fenster  Hilfe

BEHEH & v § BRX(AGASGIA TN 9+ 3 | #¥ | Application [FIO_Controller_116: SPS-Logik] ~ @2
Ger.?he ~ 0 X || 5] POU  [g& EtherCAT Task V|| FIO_Controller_116 x
= -@ Linbenanntl -
ikati Netzwerk durchsuchen || Gateway ~ | Gerat ~
=[] Fro_controller_115 (FIO Controller 116) Kommunikation | e Ls we" Bl e
-2l sPs-Logik -
= £} Application Applikationen Netzwerk durchsuchen
m Bibliotheksverualter Sichern und Wiederherstellen
POU (PRG)

= @ Taskkonfiguration

Dateien =
=% EtherCAT Task
&) Pou Log
[ EthercAT Master (EtherCAT Master)
SPS-Einstellungen IP-Address:
localhost
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Gerdt auswihlen

Den Netzwerkpfad zur Steuerung auswahlen
= -f]‘-j. Gateway-1 (Suche...)
GEI £94300161-24081900068 [0174]

Gerdtename: Gerate suchen
Gateway-1

15th In the settings of the EtherCAT_Masters select or specify the corresponding Ethernet interface (2+3). Be-
forehand, if desired, select "Select network by name" (1).
(EtherCAT NIC Settings A Select Network by Name, Network Name)

1 Online Debug Tools Fenster Hilfe
MAL _‘T # Application [FIO_Controller_116: 5P5-Logik] - Q? LY L4 zf

E(

~ 0 x [{] EtherCAT Master x

-

Allgemein Autoconfig Master/Slaves EtherCA_T-%

Al EtherCAT NIC-Einstellungen

Log Zieladresse (MAC) FF-FF-FF-FF-FF-FF Broadeast [ ] Redundancy
Quelladresse (MAC) [o0-00-00-00-0000 | | Durchsuchen..e

EtherCAT EfA-Abbild
Netzwerkname

EtherCAT IEC-Objekte (@) Netzwerk iiber MAC ausv.‘éh\v Netzwerk ber Namen auswahlen

P Vertzilte Uhren Optionen

Metzwerkadapter auswahlen

MAC-Adresse Mame  Beschreibung
40EDSB4008D8  eth0
40EDS840080%  ethl
D619979271F1 tap0

sttrecer

16th Attach EtherCAT devices manually or via EtherCAT search.

Inserting EtherCAT Devices Manually

Bus couplers, the Safety PLC, Safety Modules and other EtherCAT modules from the point of view of the
standard controller can now be inserted:

1st "EtherCAT_Master -> attach device..." right-click.

2nd Select devices. Here is the e-bus connection for the FIO controller.
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Gerate ~ 0 X [} EtherCAT_Master x
=4z Unbenanntl 7
=[] Fro_cController_116 (FIO Controller 115) Allgemein
=&l spsLogik

' n-LInit-Zuardnun
=-i; Application 24 s

m Bibliotheksverwalter

Log
POU (PRG)
= (&8 Taskkonfiguration EtherCAT E/&-Abbild
=g EtherCAT Task
& pou EtherCAT IEC-Objekte
[ |EtherCAT_Master (Et—="=*———
& Ausschneiden
Kopieren
Einfiigen jtion
¥ Laschen
Refactoring 3
Eigenschaften...
Objekt hinzufigen
) Ordner hinzufdgen...
| Gerdt anhangen... |
Gerdt einflgen...
erdt anhdngen
(@ Gerat anhang
Name |E_Bus
Aktion
(®) Gerdt anhdngen () Gerét einfiigen () Gerdt aktualisieren
|Fio | Hersteller | <alle Hersteller>
MName Hersteller Version Beschreibung
= ﬁ Feldbusse
= D,-&Emerc.at
= n;ﬁslave
+- [l Kendrion Kuhnke Automation GmbH
= Kuhnke Automation
+- [l 00 System Koppler
=4 Internal E-Bus
u FIQ Controller Kuhnke Automation Revision=16#00000001 EtherCAT Slave imported from Slave XML: EBus_FIOController

Mounting Devices via EtherCAT Search

As an alternative to manual insertion, there is also a more convenient way to integrate modules.

Reachable EtherCAT devices can be automatically searched for and inserted into the project. For this pur-
pose, an executable and compilable application with EtherCAT master must already be available on the
standard controller. In addition, all desired additional modules must be connected.

1st Right-click on "Application-> Login" to log in to the standard control.
2nd Load the application onto the controller.
3rd  Right-click on "EtherCAT_Master -> Find Devices..." opens a new window for the search.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 54
11.08.2026



Kendrion Kuhnke Automation GmbH

Installation & Operation

Gerate

~ 0 X

= Unbenanntl
= ﬂj FIO_Controller_
=-El] sps-Logik

=L} Application
ﬁ] Bibliotheksverwalter
POU {PRG)

= @ Taskkonfiguration

=8 EtherCAT Task

& rou

ontroller 116)

1

m EtherCAT_Master X
Allgemein
Syn-Unit-Zuardnung

Log

EtherCAT Ef&-Abbild

EtherCAT IEC-Objekte

[ EtherCAT Master (Ethe—=*=*

Ausschneiden

on

]

Kopieren
Einfligen

¥ Laschen
Refactoring 3

Eigenschaften...
Objekt hinzufligen

) Ordner hinzufdgen...
Gerdt anhdngen...
Gerdt einflgen...
Gerdte suchen...
Gerit deaktivierert

After the search process, all devices found in the EtherCAT network will appear.

Gerdte suchen

Gefundene Gerate

Gerdtename Geradtetyp
= E_Bus FIO Controller
= FIO_Extender_2_Port | Extender 2 Port (654.400.02)
= tyPLC_E Kuhnke FIO Safety PLC EC
SONESDO4 Safety SDI16 SDO4 (654.430.20

Alias-Adresse
0

[=RN=~]

Gerdte suchen

[ Unterschiede zum Projekt anzeigen

Alle Gerate ins Projekt kopieren SchlieBen

4th  Click "Copy all devices to the project" to automatically attach all found devices below the EtherCAT mas-
ter. (If safety devices are integrated, "Owner" must still be specified as user.
When creating a new empty safety project, user management is always automatically integrated.

By default, this is the user "Owner" with a blank password.
When changes are made to a security application, a user must be authenticated in order for them to be car-

ried out.
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Anrmelden >

Um diese Aktion auszufiihren, miissen Sie sich als ein Benutzer
anmelden, der Mitglied in einer der folgenden Gruppen ist:

Owner
Safety
Safety.ExtendedLevel

Geben Sie Thren Benutzernamen und Passwort in

Projekt/Bibliothek |F‘rojekt: IUnbenannt1 |

EBenutzername |Owner |

Passwort | |

-; —

= [ |EthercaT_master (EtherCAT Master)
= U E_Bus (FIQ Contraller)
= U FIO_Extender_2_Port (Extender 2 Port (894.400.02))
=% outt
= [ safetyPLC_EC (Kuhnke FIO Safety PLC EC)
=-El| safety Logik
=3 SafetyApp
m Bibliotheksverwalter
= ﬂj Logische EfAs
[ safety sDI1s_SDO4 [«-Safety SDI16_SDO4] (Safety SDI16 SDO4)

& safety Task

=l sDI16SD0O4 (Safety SDI16 SDO4 (694.430.20))

[ safety_sDI1s_sDO4 [-=Safety SDI16_SDO4] (Safety SDI16 SDO4)

2 out2

The safety application is located in the EtherCAT module of Safety PLC. This is used within the program-
ming system like an "ordinary" standard controller (set active application, log in, log out).

ﬂ For the creation of the safety application, see the CODESYS Safety User Manual.

Safety devices and safety applications should generally be protected from unauthorized access by
passwords.
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644SafetyL®g€i ng in and downl oading

To connect to the safety controller, an EtherCAT master with the correct EtherCAT configuration must be
present on the standard controller and must be started for the EtherCAT master to run.

1st When logged in, right-click on "SafetyApp" > "Active Application" to switch the active application to the
safety control.

=[] EtherCAT_Master (EtherCAT Master)
= U E_Bus (FIQ Contraller)
= L] FIO_Extender_2_Port (Extender 2 Port (894.400.02))
=2 outt
= [ safetyPLC_EC (Kuhnke FIO Safety PLC EC)
=&l safety Logik

=L ?.?]fety.ﬁ.pp & Ausschneiden
Bibliot
e Kopieren
= ﬂj Logisd o
M s: i 2 fety SDI16 SD04)
& safet > Loschen
=Ml sprisspo4 s [= Eigenschaften...
([ safety_sC 15 SDO4)
Y% out? s Objekt hinzufigen 3
) Ordner hinzufdgen...
_'T Objekt bearbeiten
Objekt bearbeiten mit...
| Alktive Applikation setzen .
: _ bg
&% Einloggen
Applikation vom Gerdt l6schen

2. Inserting a Safety POU:
= [{]l EtherCAT_Master (EtherCAT Master)

= L] E_Bus (FIC Controller) SPS-Einstellungen
= U FIO_Extender_2_Port (Extender 2 Port {694.400.02))
- '& Outl SPs-Shell

= safetyPLc_EC {Kuhnke FIO Safety PLC EC)

B @l] Safety Logik Benutzer und Gruppen

Y a1 .
£ %fe?l % Ausschneiden Zuariffsrachte
A fl Kopieren
i og . Symbalrechte
@ Einftigen S afety SDI16 SDO4)
% saf 7Y Léschen Taskaufstellung
=l sDr165DO4 [ Eigenschaften...
ﬁ Safety | MI1A SNO) Status
S outz |_| Objekt hinzufiigen 3 | @ Safety Basic-POU... .
) Ordner hinzufiigen... [@] Safety Extended-POU.-
1" Objekt bearbeiten ‘@ Safety Globale Variablenliste ...
Objekt bearbeiten mit... [
ﬁ% Einloggen
Applikation vom Gerdt lGschen

3rd Log in to the safety control by right-clicking on "SafetyApp"->" Login".
4th  Load the application onto the controller.
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=[] EtherCAT_Master (EtherCAT Master)
= U E_Bus (FIQ Contraller)
= u FIO_Extender_2_Port (Extender 2 Port (694.400.02))
=2 out
= [ safetyPLC_EC (Kuhnke FIO Safety PLC EC)
—-El] safety Logik

=i safetyApn
i sibliot 4 Ausschneiden
= ﬂj Logisch Kopieren
i B Einfigen ety SDI16 SDO4)
@ FOU ¥ Laschen
& safety]
= | sorisspos(sif  Eigenschaften..
[ safety_so 55 Objekt hinzufiigen p 165004
3 ouz ) Ordner hinzufdgen...
_'T Objekt bearbeiten
Objekt bearbeiten mit...
C Einloggen
. ggen |\
Applikation vom Gerdt [Gschen

When logging in, the Safety PLC serial number is prompted. This guarantees that a safety controller and the
application on it are not unknowingly changed.

Verbindung zur Sicherheitssteuerung >
Gerdteobjekt: SafetyPLC_EC

Gerdtetyp: Kuhnke FIO Safety PLC EC

Gerdtename: Kuhnke FIO Safety PLC EC

Zur Verbindung mit der Sicherheitssteuerung wahlen Sie bitte die Art der Verbindung
und bestitigen diese.

{®) BestdtigteVerbindung

Bitte Seriennummer eingeben

Instanzidentifikation:

o | [Aobreden |

5th  Right-click on the "SafetyApp" > start the application.
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=73 ] EtherCAT_Master (EtherCAT Master)
= [l E_Bus (FI0 Controller) EtherCAT E/&-Abbild

= [l FIO_Extender_2_Port {Extender 2 Port {594.400,02))

=73 outl EtherCAT IEC-Objekte

= ﬁ SafetyPLC_EC [Verbunden] (Kuhnke FIO Safety PLC EC)
= @l] Safety Logik Infarmation
= 1./|safetyApp [Stop
m] Bibliotheksverw
= ﬂi Logische EfAs
(M safety sD Einflgen
[ pou

@ Safety Task
=3 || sDI185D04 (Safety
[ safety_soIis g

Ausschneiden

0 %

Kopieren

Laschen

i X

Eigenschaften...

Objekt hinzufiigen
3 outz Ordner hinzufiigen...
Objekt bearbeiten

Objekt bearbeiten mit..,

L4 LY E

Ausloggen
Start

v |

Appllﬁtiun vorm Gerdt lGschen

Farcen fir alle Werte vormn 'FIO_Contraller_116.EtherCAT_Master.E
T

ﬂ For the safety cycle time setting, please refer to the chapter 4.6.3 Cycle time setting of the security
application.

6.45Saf et WFBIOE (Safety over Ether CAT)

The Safety PLC communicates with other safety modules via FSoE (Safety over EtherCAT). The Safety PLC
is the FSoE master and the Safety Modules are FSoE slaves. The FSoE slaves are addressed by the master
via a unique ID. This FSoE slave ID must be unique within the EtherCAT network and configured in both the
master and the slave module. (The procedure for setting the FSoE ID in the slave module can be found in
the user manual of the respective module)

646Configuration of FSoE sl ave | Ds i

The FSoE (Safety over EtherCAT) slave modules are configured via CODESYS Safety in the safety control-
ler.
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=[] EtherCAT_Master (EtherCAT Master)
= ﬂj VFIO_Buskoppler (Buscoupler (694,400,00))
=-[ safetyPLC (Kuhnke FIO Safety PLC)
=Bl safety Logik
=} safetyApp
m Bibliotheksverwalter
= ﬂj Logische EfAs
([ |vFIO_s14_502 [<-VFIO_S14 502] (VFIO S14/502 (594.430.00))
& rou
2 safety Task
= vFIO 514 502 [->VFIO 514 502] (VFIO SI4/502 (594.430.00))
T FsoEs (safety SD14/5002)
[ vFIO_DI16_DO16 (DI16/DO16 1mes 0.54 (694.450.03))

The FSoE configuration of the slave modules is done in the security control under the "SafetApp” in the entry
Logical 1/0Os. Here, the slave modules are inserted automatically and can be adjusted manually.

In the configuration window of the respective FSoE slave, its configuration must be stored. Here, each mod-
ule must be assigned a unique FSoE address and a unique Connection ID.

[ vFIO_sI14_s02 x

Sichere Konfiguration In Work
) MName Wert
SO FSoE address a
Information Cnnn_eFtiD" - 4
65Validation of the security func:

After completion of installation and commissioning, as well as after each modification in the safety applica-
tion, it must be validated for correct function in the overall system.

DANGER

Validation of the safety function!
Security applications must be validated in terms of implementation and function in the overall system.

a  Carry out and document validation of the entire system according to the CODESYS Safety user
book.

6.6 Di agnosi s
6.6.1Se-t £st

When the Safety PLC is supplied with the system voltage, the module initially performs a complete self-test.
The module can only be used if the self-test has been completed positively. In this process, the Safety PLC
first switches to the "fail-safe" state.

This is signalled by the red LED "Safe Status".

The Safety PLC remains in fail-safe condition until the necessary internal tests have been successfully com-
pleted.

Kuhnke FIO Safety PLC EC/EXT (E 871 DE) 60
11.08.2026



Kendrion Kuhnke Automation GmbH Installation & Operation

After completing the self-test, the safety application stored on the Safety PLC is started. This is the function-
ally safe state and is signaled by the green "Safe Status" LED.

If this state is not reached 1 e.g. because the module has not been configured correctly in the application i
the module remains in a fail-safe state.

During operation, the system test is repeated cyclically in the background, and any errors that occur here
also lead to the fail-safe state. This is logged in the CODESYS log.

6.62Error i n the Safety PLC modul e

Internal module errors are completely and timely detected by the cyclic self-tests in accordance with the re-
quirements of the standards listed in the certificate, and the fail-safe condition is assumed.

The fail-safe status is signalled by the red LED "Safe Status" (see chapter 5.4 Status LEDS).

The status LEDs are not safety-related indicators. This means that the status display via the LEDs
must not be used alone as a reliable indicator of the operating status of the module, etc.

DANGER

Use of devices in fail-safe condition!
Subsequent errors can trigger a hazard.

Be responsible for ensuring that all necessary measures are taken to clarify and eliminate the cause of
the error after an error occurs and, if necessary, to initiate replacement measures.

In the event of serious errors within the module of Safety PLC, Kendrion Kuhnke Automation GmbH
must be informed.

6.6.3Temper ature error

The module is specified for operation from 0 °C to a maximum of 55 °C ambient temperature and for installa-
tion in a control cabinet. The Safety PLC has an internal temperature sensor. If the specified temperature
range is left during operation, the fail-safe state is assumed. It is not possible to commission the module at
temperatures outside the specified range.

CAUTION

Operation of the Safety PLC module outside the specified range is not permitted!
Error due to under/over temperature.

The module must only be operated in accordance with the environmental conditions specified in the
technical data.

CAUTION

Use of the internal temperature sensor for safety applications is not permitted!
Non-safety-related temperature sensor.
The internal temperature sensor must not be used for the implementation of safety applications.

6.64Tr oubl eshooting and | ogging

Diagnosed faults are displayed depending on the type of fault via the diagnostic LEDs of the Safety PLC (5.4
Status LEDs). In addition, error messages also appear in the log window of the corresponding Safety PLC in
the programming system. In addition, the faults from special registers of the Safety PLC can be read out by
the standard controller using COE objects (see object directory).
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6.7 Reset/ acknowledge errors

With regard to Safety PLC, a distinction is made between errors in the safety control system and those in
communication with sensors and actuators or errors in sensors and actuators.

Errors in the safety control system can only be acknowledged by restarting. This is achieved by a PowerCy-
cle (voltage off/on) on the head module.

Communication losses or errors of sensors or actuators lead to an error in the associated safety module.
They can be recognized in the security application and acknowledged by corresponding reset inputs on mod-
ules (e.g. FSoE master). The Safety PLC remains in a functionally safe state.

PowerCycle
After the cause of the fault has been eliminated, the Safety PLC can be reset by a PowerCycle on the head
module (voltage off/on).

WARNING

Resetting/acknowledging can lead to a dangerous condition!

Before acknowledging an error, make sure that the cause of the error has been professionally corrected.
Before acknowledging an error, make sure that the acknowledgment cannot lead to the dangerous con-

dition of the machine!

When planning the machine or system, take into account that acknowledgment must only be possible if

the danger area is visible.

Work on the Safety PLC may only be carried out by qualified personnel.

6.8 Mai ntenance [/ Repair

WARNING

Unsafe, undefined state of the machine!

Destruction or malfunction of Safety PLC.

Work on the Safety PLC may only be carried out by qualified personnel.

The module housing must not be opened.

The module must not be repaired.

Do not plug in, hang up, loosen or touch connections during operation!

Switch off all feeds before working on the modules; also those of connected peripherals, such as exter-
nally powered encoders, programming devices, etc.

All ventilation openings must be kept clear.

6.8.1Mai ntenance

The Safety PLC is maintenance-free for the specified service life and does not require any further measures.
For this reason, no spare parts are available.

During operation and storage, the Safety PLC must be protected from contamination outside the ordinary
contamination occurring in the defined environmental conditions. If the module has been exposed to unac-
ceptable soiling, it must not be inserted, cleaned or operated any further.
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Risk of injury due to unsafe, undefined condition of the machine!
The operation of an inadmissibly contaminated module is not permitted.
Cleaning of the device is not permitted.

69 Repl acement of a Safety PLC

Risk of injury due to unsafe, undefined condition of the machine!

Injury.

Switch off the supply voltage of the Safety PLC and the connected modules before replacing a Safety
PLC module.

If a Safety PLC module is replaced, the associated safety function must be tested before the machine or
system is put back into operation.

6.9.lExchange

Preparation
1st Ensure that the new module meets the following conditions:
A Same device type
A For the same or higher version, see chapter 5.1 Marking and identification.
2nd Bring the plant or machine into a safe state.
3rd  Switch off the supply voltage at the head module and the connected modules.

Removing the old module

4th  If necessary, disconnect the FIO module composite: Press the release lever of the adjacent module and
push both modules apart to a distance of about 1 cm (see instructions for the other module).

5th  Push the module upwards against the metal spring located on the underside of the mount (see chapter 6.1.6
Detaching a single module).

6th  Swivel the module away from the DIN rail to the front.
7th  Pull the module downwards from the mounting rail.

Assembling and programming the new module

8th Install the replacement module in the module array at the position of the module to be replaced (see chapter
6.1.3 Snapping a single module).

9th Install validated new security application.

6.92Bac kfuyppncti on (micro SD card)

CAUTION

Electrostatic Discharge (ESD)
Destruction of the memory card due to improper handling

SD cards are sensitive to electrostatic discharge (ESD). Please always follow the instructions for handling
memory cards.
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CAUTION

Use of the backup function

The replacement of a safe control system is a safety-relevant process.

Only the intended use of the SD card described below is permitted.

The SD card must only be inserted after the secure application has been validated.
During the read and write process, the memory card must not be removed.

The card may only be inserted or pulled when the card is de-energized.

=A =4 =4 -4 4

CAUTION

Loss of power supply during the update.
1 The power supply must not be interrupted during the process.
The boot application could be lost.

9 If this does happen, the boot application, which may be partially present, must be deleted before
the next loading attempt. To do this, an empty SD card with a file called

Plug in "deleteba.del" and restart the SPLC. The SPLC prevents an incompletely loaded boot
application from starting.

 Then continue as usual.

The SD card slot is not hot pluggable. This means that only cards that were inserted at boot time
are recognized. It is not possible to replace the SD card during operation.

The Kuhnke FIO Safety PLC has an SD card slot, which can be reached via the ventilation slot on the top of
the device (see graphic).

The SD card slot is equipped with a push-in/push-out insertion and ejection mechanism. To insert or remove
the card, tweezers (non-metallic) can be used, for example.

NN\

. N\a=>——[MELD Kartenslot

!

In the event that a Safety PLC in an application needs to be replaced, the application program can be trans-
ferred to a new Safety PLC without a boot application by using the SD card. The replacement of a safe con-
trol system is a safety-relevant process.
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Austausch der sicheren Steuerung in einer Anwendung

in einer Anwendung

Service Techniker \

Austausch eines Safety PLC EC Moduls

SD-Karte in neue Safety PLC EC ohne
enthaltendes Anwendungsprogramm

Restore des
Anwendungsprogramms

von der SD-Karte
-

<<einschlieRens>

einstecken

\ =<einschliefens>

SD-Karte mit validiertem
Anwendungsprogramm aus auszutauschender
Safety PLC EC entnehmen

Figure: Use case: Replacement of the safe control system in an application

To replace a module, a backup of the application program on an SD card is first required. The current boot
application that is available on the Safety PLC is automatically saved to the inserted SD card of the Safety
PLC during the "Power-Up". Therefore, when replacing the Safety PLC, the SD card containing the validated
application program must be removed from the SPLC to be replaced and inserted into the new Safety PLC
(without the included application program). Pulling and inserting the SD card must only be done when the SD
card is de-energized. If this controller is then started and there is no secure application program on the con-
troller yet, the presence of a secure application on the SD card will cause this application to be loaded into

the secure controller (restore the application).

After restoring the application!

The suitability of the application program for application is the responsibility of the user.
After the SPLC has been replaced, it is imperative to validate the security functions.

LED "Status SD"

Flashing green 1:1 Verification

Flashing red 1:1 Loading/ savin
application

Green for a second OK

Red for a second Error
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ﬂ After the process, a file is stored on the SD card, on which the successful or unsuccessful operation
is stored. e.g.:

g

£

Dateir Bearbeiten Format Ansicht  Hilfe
5-PLC Loader Version 1.8.8.6

Load Bootlpp to 5-PLC: Bootlpp.bin
Load Flash Segment to 5-PLC: 83188000
Load NV Ram MC1.

Load NV Ram MC2.

Verify Boot App.

Verify OK.

Features of the SD card

A Supported Format(s): FAT32
Maximum memory size: 32GB
Quality: Industrial Grade
Technology: SLC

> > >

6.9.3Recommi ssi oni ng

1st Ensure that the plant or machine is in a safe condition and that the hazardous area is clear.

2nd Turn the supply voltage back on.

3rd  After replacing the security module, proceed as for the initial commissioning (see chapter 6.3 Commission-
ing).

4th  After the module replacement, perform a check of all safety functions.
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6.10 LI feti me

The Safety PLC modules have a maximum service life of 20 years, calculated from the date of manufacture
(see chapter 5.1 Marking and identification).

WARNING

Use of the module beyond its useful life!
Decommission the module at the latest when it reaches its service life (see chapter 6.10.3 Decommis-
sioning).

6.10.1Repairs [/ Customer Service

It is prohibited to open a Safety PLC module or to carry out any other repair attempts. In this case, the func-
tion of the Safety PLC module can no longer be guaranteed.

If the module failure was a dangerous failure, the module must be returned to the manufacturer for
fault identification.

Manufacturer's address see chapter Fehler! Verweisquelle konnte nicht gefunden werden.
Fehler! Verweisquelle konnte nicht gefunden werden..

6.102Warr anty

The legal warranty applies. It expires if unauthorized repair attempts or other interventions are made to the
device/product.

6.10.3Decommi ssi oning

The machine or plant manufacturer determines the procedures for decommissioning.
a When decommissioning, ensure that the used modules are used for their intended purpose.

6.104Di sposal

a When disposing of the safety system, ensure that the modules are disposed of in accordance with the appli-
cable environmental regulations and are not put back into circulation under any circumstances.

o Recycle the packaging for paper and cardboard.
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7Safety Function Modul es

71 CODES®%®curity Libraries and t

The documentation of the CODESYS safety libraries and the modules can be found in the installation direc-
tory after installing the safety package.

e.g. C:\Program Files (x86)\CODESYS 3.5.16.40\CODESY S\Documentation

h e

72Kendrion Kuhnke Security Librar

ﬂ The safety-related characteristics can be found here: 8.2 Safety characteristics of the Safety Func-
tion Blocks.

The CODESYS programming system checks the validity of all FB names that are called in the program logic
of the security program during the login process that is completed to log in to an SPLC. If these are not re-
ported as valid by the S-PLC, the login process is aborted with an error message. A security-related program
for an S-PLC can therefore only be executed on it, or saved as a boot application, if all called FBs have pre-
viously been recognized as valid by the S-PLC.

The call of a FB's unknown to the S-PLC is therefore not possible.

You can read out whether your SPLC supports the modules via an object.

Support of Additiiohk0BHunktion Bl ocks

Designation Value

Name Additional Function Blocks

Index 210Bh

No. of Elements 0

Data type UNSIGNED16

Access Read only

PDO Mapping No

Value "1" FB's are supported, "0" FB's are not supported

Li brary KICS Safety Library

Identification of the building blocks described here:

Safety CRC

SF01_ECM 1.0.0.0 16#0ECB_B7D4
SF01_Scale_Verify 1.0.0.0 16#823B_C19E
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To be read out in the project, example SFO1_ECM:
_{flp Bibliotheksverwalter x |

|ER Bibliothek hinzufiigen ¥ Bibliothek laschen [ Eigenschaften 73 Details | 5] Platzhalter | ffff) Bibliotheksrepository @ Icon-Legende... (<N

Name MNamensraum Effektive Version

) KICS_Safety_Library = KICS_Safety_Library, 1.0.0.0 (Kendrion Kuhnke Automation GmbH) ~ Additional_Safety FBs  1.0.0.0

L SafetyFSoEMaster = SafetyFSoEMaster, 1.1.1.0 (System) SIODRVFSOE 1110
ol Gafetdl Canen 1110 (Sustem) ceE1 1110 4
= [ KICs_Safety_Library, 1.0.0.0 (end ¥ |~ Engénge/Ausgange [] Graphisch [?] Dokumentation

- [@] sro1Eam

FUNCTION_BLOCK SFO1_ECM

Version: 1.0.0.0
NOTE: The non-safe inputs of the block are intended for redundant standard sensors. Whether the module's diagnostics/procedures are sufficient to generate a safe signal from
redundant standard sensors must be assessed at the application level,

] sFo1_Scale_verify

The block was developed according to SC 3 / EN 61508. The assessment of which SIL and PL the safe outputs meet must be made at the application level.

External Communication Monitering guards a CRC32 verified data item consisting of a cycle counter, a imestamp, a sender id, and a value, whether being cydically received
within a menitoring time.

Or in the directly opened library, example SFO1_Scale_Verify:

POUSs v & X [4] SFO1_Scale_Verify X
=3 KICS_Safety_Library v | FUNCTION_BLOCK SF01_Scale
B Projektinformationen Zele  Giltigkeitsbereich |
i) sFo1_ecm | J| vareuT
] SFO1_Scale_verify .
@ Projekteinstellungen &  Ausschneiden
Kopieren
& Einfigen
X Léschen
Symbol suchen »

| Eigenschafti...
Objekt hinzufigen

i) Ordner hinzufugen...

[1  Objekt bearbeiten
Objekt bearbeiten mit...

AiMmMiinniniV A iaIAI AN &l €D

Eigenschaften - SFO1_Scale Verify

Allgemein Build  Zugriffskontrolle Safety

%Prufsum me: 16£823B_C19E
Version: 1.0.0.0
Kommentar:

‘ Verify Value 1 using scaled Value2 and allowed deviation value and timeout.
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SFO1l EBEEMternal Communication Monitori |

This FB monitors communication with another system.

It can be checked whether communication is still taking place (timeout), if there is no error, all communicated
data values (see table below) are correct in terms of content.

The data structure includes the following Table: Elements of the data structure to be transferred €lements.

0. | Data Structure Element
Incremented Telegram Counter
Timestamps in milliseconds

ID for the data channel

PDO (Data Value) Type: DINT
CRC 32

Table: Elements of the data structure to be transferred

GIFS IR N =Y 5

This data structure is generated by the input module that transmits the data value and checked in the secure
control by this device. The input module increases the telegram counter each time the data value is gener-
ated and sets the timestamp to the current creation time. Each data source is assigned a unique ID to be pa-
rameterized, which must also be checked by the secure controller. The entire data structure is secured by
means of a 32-bit CRC, which is transmitted via elements 1 1 4 from Table: Elements of the data structure to be trans-
ferred is calculated.

The CRC is formed with the following polynomial:

f(X)=x32 + x26 + X23 + x22 + X16 + X12 + X11 + X10 + X8 + X7 + X5 + X4 + x2 + x + 1

ﬂ This is the same polynomial as in CRC.c in the SafetyManager and can be calculated using tables.
This allows the CRC value to be generated quickly.

The SFO1_ECM module (figure: SFO1_ECM) receives the input data via an exchange device, which is at-
tached directly to the ECM (EtherCAT Master). Here you also need the data to be transferred, including the
calculated CRC32.

SF01_ECHM

SFD1 ECM
—Activate N Beady —
—5_5StartBeset 5 IsWValid
—5_AutoReset ValidValue —
—Reset Error —
—Ident DiagCode —
—MonitoringTime

Image: SFO1_ECM

Gerate v 3 X m ExternalCommunicationMonitoring X
=l Conii V351640 SPLC_AddFkiSicks_SOC_Systemtest - -
= [ F10_Contraller_116 (FIO Contraller 116) DataPDO EfA-Abbild Suchen Filter Alle anzeigen
: %] E::Zit Master (EtherCAT Master) DatafDO IEC-Objekiz Va”-:le ) Mapping | Kana Aesse | e
- udiCydeCout_ECM ] CydeCount %QD37 UDINT
= m ExternalCommunicationMenitoring (External Communication Monitoring) Status L™ tTimestamp_ECM » Timestamp %QD38 TIME
) pataPDO [->DataPDC] (Pata PDO DINT 1xin) "% LiSenderD_ECM @  SenderlD %QWTS  UINT
Information T Dummy %QWT UINT
" divalue_ECM @ Value QD40 DINT
" udiCre_ECM @ CRC32 %004 UDINT

Figure: ECM device in CODESYS environment
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The data is made available via the DataPDO in the SPLC.

Gerate

-2 x|

=G Coniis V351640 SPLC_Addkiicks SOC Systemtest
= m FIO_Controller_116 {(FIO Controller 116)
+-E sPs-Logik
=[] EtherCAT_Master (EtherCAT Master)
= H E_Bus (FIO Controller)

-

Sichere Konfiguration

1/0 Abbild

Information

ExternalCommunicationMonitoring

[ pataPDO x

In Work

Variable Kanal

Data_PDO Input

Datentyp
SAFEDINT

= safetyPLC (Kuhrke FIO Safety PLC)
=Bl safety Logik
=L} safetyApp
m Bibliotheksverwalter
= m Logische Efas
[ DataPDO [<-DataPDO] (Data PDO DINT 1xIn)

Figure: Logical I/O in SPLC linked to SFO1_ECM

The data packets received in this way are then checked in the SFO1_ECM and thus its outputs are set ac-
cordingly S_lIsValid and ValidValue.

In this way, a cyclical data packet from the gray world is monitored in the secure control system.

DataPDC
SFO1_ECM
¥xActivate ECM —Activate Ready — xReady_ ECM xI5Valid ECM
x5tartReset 5 StartReset 5_IsValid
xZRutoReset 5_RAutcReset ValidValue — sdiValidValue ECM
xSafefeset —Reset Error — xError ECM
wldent —Ident DiagCode —wDiagCode_ ECM
tMonitoringTime —MonitoringTime
Figure: SFO1_ECM FB to SPLC POU
VAR INPUT

Name Data type Initial Description

Activate BOOL FALSE General activation of the building
block

S_StartReset SAFEBOOL | TRUE Automatic reset of monitoring when
the system starts.

S_AutoReset SAFEBOOL | FALSE Automatic reset of monitoring while
the system is running.

Reset BOOL FALSE Manual reset of monitoring

Identical DINT 0 Unigue identification of the communi-
cation link

MonitoringTime TIME T#0ms Timeout time for monitoring

Table: Input Parameters SFO1_ECM
CAUTION

The inputs S_StartReset and S_Auto reset should only be activated if it is ensured that no dangerous-
situation can arise when the S-PLC starts.

VAR OUTPUT
Name Data type Initial Description
Ready BOOL FALSE Activation of the function block
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S_IsVvalid SAFEBOOL | FALSE Flag to indicate the validity of the received
data

ValidValue DINT 0 Data Value Transferred

Error BOOL FALSE General Error Flag

DiagCode WORD 0 Monitoring diagnostic code.

Table: Initial parameters SFO1_ECM

Condition diagram

//" HM_RR
O "X( Idle \
o NOT Active
Start 0000 ~
\
\
Activate [Active] \.__ _./
\I f .
Init [NOT Reset] Init [Parameter in Range AND R_TRIGatReset]
Reset Emor 1 - Init = Parameter Error 1
0001 (49153) 8001 (32769) €005 (49157)
=
Reset Error 1 [Reset AND NOT R_TRIGatReset AND NOT StartReset] Par Error 1 [ident OR Timeout NOT in range]

Wait [R_TRIGatReset OR StartReset]

Recan [NOT Reset] / Recon [Parameter in range AND R_TRIGatReset]

Reset Error 2 — WaitConnect — f' Parameter Error 2 ‘\

002 (49154) 8002 (32770) €006 (49158)
\, = S -~ l I
W Par Error 2 [Ment OR Timeout NOT in range]

Reset Error 2 [Reset AND NOT R_TRIGatReset AND NOT StartReset] i

Recon [R_TRIGatReset OR AuotReset] Recon [R_TRIGatReset OR AuotReset] f

( Invalid PDO “‘ Connection lost /‘f
C007 (49153) Res [R_TRIGatReset]  Con [Valid PDO received] CO0E (49160)
-~
. |
/ TO [Timeout expired] /
PDO Error [ldent incorrect OR PDO corrupted] Connected / ______f--"/r;; Error 2 [Ident OR Timeout NOT in range]

8000 (32768)

\.\\__f /‘

Valid [Valid PDO received)

ﬂ Note, Information
The state transition from any state to the Idle state due to the condition "NOT Active" is hot shown
for clarity.

Diagnostic Codes

DiagCode Status Name Status description and setting of the output

16#0000 Idle The block is not active (ground state)
Activate := FALSE
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DiagCode

Status Name

Status description and setting of the output

Ready := FALSE
Error := FALSE

S IsValid := FALSE
ValidValue := 0x0000

16#8001

Init

Block activation start-up lock is active.
Activate := TRUE

Ready := TRUE

Error := FALSE

S IsValid := FALSE

ValidValue := 0x0000

16#8002

WaitConnect

FB is waiting for valid data
Ready := TRUE

Error := FALSE

S _IsValid := FALSE
ValidValue := 0x0000

16#8000

Connected

Component active, final state without error
Ready := TRUE

Error := FALSE

S IsValid := TRUE

ValidValue := <Act.Value>

16#C001

Reset Error 1

Reset state in the init phase.
Ready:= TRUE

Error := TRUE

IsValid := FALSE
ValidValue := 0x0000

16#C002

Reset Error 2

Reset state in the Wait Connect phase
Ready:= TRUE

Error .= TRUE

IsValid := FALSE

ValidValue := 0x0000

16#C005

Parameter Error 1

Parameter errors in the init phase
Ready:= TRUE

Error := TRUE

IsValid := FALSE

ValidValue := 0x0000

16#C006

Parameter Error 2

Parameter errors in the WaitConnect or Connect phase
Ready:= TRUE

Error := TRUE

IsValid := FALSE

ValidValue := 0x0000

16#C007

Invalid PDO

PDO Error in the Connect Phase
Ready:= TRUE

Error := TRUE

IsValid := FALSE

ValidValue := 0x0000

16#C008

Connection Lost

Missing PDO transmission
Ready:= TRUE

Error := TRUE

IsValid := FALSE
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DiagCode

Status Name

Status description and setting of the output

ValidValue := 0x0000
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SFO1 Scale_ _Verify

This FB verifies a gray metric (DINT) by comparing it to a second gray reading. For this purpose, both meas-
ured values must come from 2 different signal sources and come from 2 different communication channels.

If both values differ by the value in Deviation outside the time in Timeout,
S_isValid = False. Otherwise, S_isValid = True and the measured value can be further processed in
S_ValidValue as a safe value. In addition, there is a diagnostic code (DiagCode) and an error flag (Error).

The Table: Input Parameters SF01_Scale_Verify (Table: Input Parameters SFO1_Scale_Verify) explains the
function of input parameters. In Table: Initial parameters SFO1_Scale Verify (Table: Output Parameters
SF01_Scale_Verify), this is shown for the output parameters.

SF01 Scale Verify
—Activate_ i Ready —
—Valuel S_isValid
—Value2 S ValidValue —
—O0ffsetX Error —
—OffsetY DiagCode —
—ScaleX
—ScaleY
—Deviation
—Timeout

Image: SFO1_Scale_Verify

ﬂ Note, Information
The input values Value 1 and Value 2 are not of the SAFEDINT type, as they come from single-
channel sources and the measured values are therefore not verified. The device ensures proper
verification and provides a safe SAFEDINT measurement at the output for further processing. The
device itself is designed on a two-channel safety PLC.

VAR INPUT

Name Data type | Initial Description

Activate BOOL FALSE General activation of the building block.
Reset by deactivating and reactivating.

Value 1 DINT 0 Metric to be verified 1

Value 2 DINT 0 Measured value to be scaled and used for
verification 2

Offset x DINT 0 Offset counter for scaling

Offset y DINT 1 Denominator of Offset for Scaling

Scale x DINT 1 Scale Factor Counter

Scale y DINT 1 Denominator of Scaling Factor

Deviation DWORD 0 Maximum allowable difference between
measured value 1 and measured value 2

Timeout TIME T#0ms Maximum allowed time that may differ
from measured value 1 and 2

Table: Input Parameters SFO1_Scale_Verify
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VAR OUTPUT

Name Data type Initial Description

Ready BOOL FALSE TRUE: Calculation and verification is
complete

Error BOOL FALSE General Error Flag

DiagCode WORD 0 State code in the state machine

IsValid SAFEBOOL | FALSE Output Reading Validity Signal
(S_Validvalue)

S Validvalue | SAFEDINT |0 Verified reading 1

Table: Initial parameters SFO1_Scale_Verify

Condition diagram

Diagnostic Codes

DiagCode Status Name Status description and setting of the output
16#0000 Idle The block is not active (ground state)

Activate := FALSE

Ready := FALSE
16#8001 Init Block activation start-up lock is active. Activate.

Activate := TRUE
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